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1. [bookmark: _Toc476575098][bookmark: _Toc386187010]Introduction and Background
[bookmark: _Toc402535097][bookmark: _Toc402536303][bookmark: _Toc402536422][bookmark: _Toc406155899][bookmark: _Toc407022068]

Our goals to prevent sexual abuse and to make children safe from abuse online require a significant advance in our understanding of how to prevent adults from committing child sexual abuse. 

Child sexual abuse can have serious and long term consequences for the children who experience it and for wider society. The NSPCC has estimated the financial cost of child sexual abuse to the UK in 2012 to be between £1.6 billion - £3.2 billion . The costs are largely incurred by health services, social services and the criminal justice system. 

Online child sexual abuse is a relatively new area of concern, compared to combatting other forms of off-line child abuse, with many organisations just now beginning to engage in this work. The NSPCC, along with a few other key organisations, has been at the forefront of this work. There is increasing evidence of a link between online offences and contact sexual abuse offences . The online risks to young people include the sharing and viewing of child abuse images, sexual grooming, bullying and sexual abuse. The nature and scale of the challenge is fast moving given the dynamic nature of the digital world.

There is an emerging body of research on what works in the prevention of child sexual abuse, much of which supports the use of a public health approach .  This approach strives to prevent sexual abuse by identifying and reducing risk factors for sexually abusive behaviour including family dysfunction, negative peer influences, adverse community living conditions, and inappropriate social messages.

Developments in this area has reached a point such that targeted research on offenders and potential offenders could result in significant gains in protecting children from online sexual abuse and potentially contact sexual abuse.

Research into the links between image collection, grooming and contact abuse could allow us to target offenders who are most likely to commit contact sexual abuse. Some child abuse image collectors have serious images of children (as rated on the COPINE  scale), but no history of contact offending. There is some evidence that offenders who have smaller collections of child abuse images and are linked with small networks of other child abuse image offenders are more likely to contact abuse. Understanding more about the links would help identify which groups of child abuse image offenders pose most risk to children.

Understanding what works in terms of deterring offenders and potential offenders.Research into what works in terms of deterring offenders, both from looking at child abuse images for the first time, and in terms of deterring more committed offenders is needed to develop effective deterrent programmes, that includes, but goes beyond stop and desist messages. What might be the most promising forms of deterrence and where should we put our energies in terms of devising new and improved deterrents to tackle this phenomenon? Translating research into a theoretically and empirically founded prevention and intervention for child abuse image offenders and potential offenders could have a significant impact on the prevention of child sexual abuse.

The NSPCC is looking to appoint a research team who will conduct detailed research, including day-in-the-life studies, into how socially isolated families experiencing parental mental health problems and/or alcohol and substance misuse and/or domestic abuse (referred to as families facing adversity) receive support. We are focussing on these three kinds of adversity as the presence of these things are key risk factors for child abuse and neglect. We are particularly interested in the experiences of the most isolated families, those who are least likely to engage with formal services or their local communities. We also want to find out what these families and the communities around them suggest would help. The research will focus on a particular ward in a town in the north of England, which will be referred to in this request for proposal as ‘the town’. Applicants may contact us to find out the specific location. 

This research will focus on a ward in the town and will help us understand the numerous communities within this area. We will want to know about the support that families receive from communities and networks that stretch outside this geographical area, for example online networks, but the research should focus on the experiences of those who live in the ward in the town

This research will contribute much needed evidence to what we know about how communities can help to prevent abuse and neglect. This research will inform the development of a programme of work in the town to prevent abuse and neglect in families facing adversity, providing opportunities for recommendations generated by the research to be tested in practice.  

Support for socially isolated families

Social isolation and lack of support is linked with abuse and neglect (see literature summary at appendix E). More formal support is important, but not the whole answer – there are particular types of support that are only available from informal sources, and often families will turn to informal sources of support long before they contact professionals. Informal support in this context is support provided by community members, rather than professionals or those acting in a specific volunteer role. This type of support might include practical support (for example car-pooling or babysitting) or emotional support (for example reassurance or listening) or advice giving, and might be given by friends, neighbours, family members, co-workers or other members of the community. Sometimes it is asked for, sometimes it is given without being asked. Sometimes informal support is helpful, and sometimes it is not, for example condoning excessive drinking or giving poor parenting advice

Link to broader NSPCC work  
The NSPCC and external partners are developing a place-based approach to reducing child abuse and neglect. Our vision is to create partnerships in up to six local communities around the UK.  We want to combine NSPCC resource and evidence with local resource and expertise to help realise a shared vision of keeping children safe.
 
Our core principles, by which the programme activities will be tested, are:
        Co-creation through relationships with children and families, local partners and community members
        Continuous learning and use of evidence to be the best we can
        Strengths-based, building from individual, community and service strengths, respecting and honouring what is good
        Inclusivity and accessibility ensuring diverse representation of community members during creation, consultation and delivery
        In partnership, sustaining effective partnerships at all levels
        Sustainability by embedding local ownership, value and capacity
We are developing a partnership with local agencies and organisations in the town, focussing on preventing abuse and neglect in families facing adversity (defined as families with one or more of the following: parental mental health problems, alcohol and substance misuse, domestic abuse). We know that to be effective we must work with the community so that they are a partner in building solutions. In particular, the NSPCC want to work collaboratively with local communities in the town to ensure that families facing adversity can access support. 

2. [bookmark: _Toc476575099]Our Objectives

Insights and recommendations from this work will be considered by the NSPCC and other professionals involved in developing the place-based work. It will inform the work of existing services by providing recommendations for how they can work differently to support communities to provide more effective informal support to isolated families facing adversity, and what more formal services could be doing. It may also identify gaps in provision that will inform the development of the place-based programme as a whole. 

This research is our route in to engaging with the community in the area in a new way. We want to understand what strengths they already have and what support they need from their perspective, and want community members to co-develop the recommendations arising from the research. We cannot promise that we will be able to deliver everything that the community recommend, but the insights from the research will inform the development of our approach. 

We want to understand what formal and informal support socially isolated families facing adversity access currently in their local area. We also want to understand what more they need and the potential role of the wider community in meeting these needs. This will include whether they would prefer to access formal or informal support for different needs.  

The sample will need to cover a range of families who are experiencing one or more of: mental health problems, alcohol and substance misuse or domestic abuse. We are particularly interested in the experiences of the most socially isolated families. We want to understand where support works well for families facing adversity, as well as where it does not. 

The aims of this research are to provide: 
a) An in depth look at what helps and what stops families receiving informal or formal help when they are experiencing one or more of: mental health problems, alcohol and substance misuse or domestic abuse. The research should look at a range of families across these different combinations of needs. The research should consider how the existing support (informal and formal) families receive affects the child or children in the family. 
b) Recommendations co-developed with community members for how the place-based work can increase effective informal support for families facing adversity and improve engagement with formal support. This could include:
· What individuals could do
· The types of activities that are needed locally to catalyse informal support
· Changes to how formal support is delivered
c) And if possible: Identify community members who will support on-going work. 

Our key research questions are:

a) What needs of socially isolated families facing adversity are best met by formal support, and what by informal support? 
b) What are the facilitators and barriers to socially isolated families facing adversity using informal and formal support?
c) What is an acceptable and feasible approach to increasing informal support which is helpful to children within the community? 
d) How can we ensure that this informal support has a positive impact for children? 
e) How can we improve formal services so that socially isolated families are more likely to engage? 
f) How would the most socially isolated families like to engage with the place-based approach as it develops? 


[bookmark: _Toc476575100]The Task

Approach

Methods 

We would like applicants to propose a suitable methodology. We expect the fieldwork to last at least four months. We are particularly interested in qualitative methods that explore lived experiences, for example ethnographic methods[footnoteRef:1]. We would welcome approaches that capture children’s view’s of support their parents receive, as well as views of adults. [1:  Examples include Anderson, S. et al. ‘Understanding everyday help and support.’Joseph Rowntree Foundation (2015); Allen, M. et al ‘Landscapes of Helping: Kindliness in Neighbourhoods and Communities’ ’Joseph Rowntree Foundation (2015)] 


Research Infrastructure and support

We are able to provide the following support: 
· A contract manager and local engagement professional to work closely with the research team. 
· An advisory group of local professionals to assist the researchers with local knowledge and access to research participants. 
· A steering group of local partners who will have an overview of the research. 

All applicants should consider the safeguarding and ethical elements of their proposals closely. The issues and how they will be addressed should be set out clearly in proposals. 

We would expect any successful proposal to be reviewed through the NSPCC’s Research Ethics Committee. Further information can be found at https://www.nspcc.org.uk/services-and-resources/impact-evidence-evaluation-child-protection/conducting-safe-and-ethical-research/. We will also consider requests to review proposals through a recognised university-based ethics process. If applicants wish to do this they should set out in their proposals. 

The successful applicant will also be required to meet with and take into account insights from members of the steering group and advisory group before finalising their approach. 

The agreed cost of the work will be fixed after appointment, and any additional costs incurred due to variation or change must be fully authorised by the NSPCC. The successful applicant must adhere to the NSPCC’s Travel and Subsistence policies. 

Expected results and output
This project should generate the following:

1. Research output which provides an in depth analysis of what helped and what hindered families facing adversity accessing support in the local area, including:
a. Output(s) to be shared with and discussed by community members at group meetings during and after the field work, to share findings and prompt discussion of solutions and recommendations. Applicants should propose an appropriate format.  
b. An in-depth report to the NSPCC to inform the development of the place-based approach and other NSPCC work, including recommendations that have been co-developed with community members. This report should include:
i. Case studies of families facing adversity who have received informal and formal support, and if this was helpful, why, and what helped make this happen.  
ii. Case studies of families facing adversity who have sought informal and formal support and, if it was not given or was not helpful, why, and what helped make this happen. 
iii. Case studies of families facing adversity who did not seek or receive informal or formal support, and why they did not. 
iv. Analysis of key themes arising.

Progress updates and findings will need to be shared with the partnership to inform on-going development work. We will require updates to share progress and findings via a fortnightly teleconference. 

If the team identifies influential community members with an interest in the broader place-based approach, we would welcome the researcher seeking agreement to pass on their contact details, so they can be contacted about getting involved in community groups.


Who might respond to this request for proposal? 

We would welcome:
· Bids from teams experienced in delivering this style of in-depth research
· Bids from teams that can demonstrate experience of working ethically with vulnerable people, in particular children, parents and families facing adversity. 
· Bids from teams that can demonstrate experience of engaging families that do not engage with services or more formal consultation and community development processes. In particular, we would welcome bids from teams that have experience of bringing these parents’ and children’s voices and experiences to professional and community forums in a way that is empowering, ethical, authentic and engaging, while protecting anonymity where appropriate. 
· This research is being conducted as part of a partnership led place-based approach. Applicants should state how they will work in partnership with us and be flexible to local needs and requirements as the work unfolds. 



[bookmark: _Toc476575101]Your Response

Important Note: This document is your response format. You are required to follow the instructions and use the text boxes provided for your response. Any screenshots or additional information to help support your response should be appropriately cross-referenced to the relevant question and attached in Appendix D – Additional Information. You are also required to complete the Business Questionnaire and 3rd Party Security Assessment provided as Appendix A. Should your organisation be selected to go through to the next stage, you may be asked for further details to support the answers you provide in this section. The NSPCC also reserves itself the right to audit your responses to this request for proposal throughout the term of any resulting agreement.

4.1 Your Project
	4.1. Please describe the proposed research in simple terms in a way that could be publicised to a general audience. Please limit your response to 1 side of A4 paper with size 11 font. 
Response:
Click here to enter text.



4.2 Your Approach
	4.2.1 Please set out a thorough description of how you propose to carry out each stage of this project. In this section we will be looking for you to set out an appropriate and feasible methodology. Please provide details on how you will engage with and empower residents during the research and in developing recommendations. Please set out how you would support the dissemination of the findings. Please specifically note if you will be using the services of the NSPCC knowledge and information service. Please limit your response to 4 sides of A4 paper with size 11 font.
Response:
Click here to enter text.

	4.2.2 Can you state why the chosen methods are the best for achieving the specified goals and producing the outputs within the time and resource constraints set for the project. Please limit your response to 1 side of A4 paper with size 11 font.
Response:
Click here to enter text.

	4.2.3. Please specify the ethical and safeguarding issues arising from your proposal and how you will address each one. Please limit your response to 2 sides of A4 with size 11 font
Response:
Click here to enter text.

	4.2.4 If you are working in partnership with another organisation that is providing funding or in-kind support, please provide detail below and attached in Appendix D – Additional Information any letters of support. 
Response:
Click here to enter text.	

	4.2.5. Can you suggest how the project might be improved and what additional work might be beneficial? If you are propose or recommend any additional work, can you detail in the text box below the cost, the resource required and any risk/benefits not previously described? 
Response:
Click here to enter text.



4.3 Project Management
	4.3.1 We would like you to provide a detailed timetable, showing the milestones and deliverables for each stage. Please also detail any tasks/resources you require from the NSPCC in order to achieve the deliverables. This can be provided in Appendix D – Additional Information if you wish to use Gantt charts or other diagrams. Please limit your response to 2 sides of A4 with size 11 font.
Response:
Click here to enter text.

	4.3.2 Please give a summary of key risks (if any) associated with this project and explain how you will assess and manage the risks that might jeopardise progress of the project. Please include details about how you will ensure compliance with data protection legislation.  Please limit your response to 2 sides of A4 paper with size 11 font.
Response:
Click here to enter text.

	4.3.3 Please provide details of quality assurance processes that will be used to ensure that outputs are produced to a high standard. Please limit your response to 1 side of A4 paper with size 11 font.
Response:
Click here to enter text.

	4.3.4 This research will inform the development of a place-based approach which is led by a partnership of NSPCC and local professionals. Please set out how you will work with local partners to generate engagement with the process and findings of the research. Please limit your response to 1 side of A4 with size 11 font.
Response:
Click here to enter text.



4.4 The Team
	4.4.1 Provide a short CV and experience of the project lead (as an attachment in Appendix D - Additional Information. CVs should be no longer than 2 pages per person). It would be helpful to have examples of previous work that demonstrates relevant experience, use the text box below to provide details of similar projects undertaken.
Response:
Click here to enter text.
Use this text box to identify the attachments provided

	4.4.2 Provide short CVs, details of experience, role and responsibilities for other key staff proposed (as an attachment in Appendix D - Additional Information. CVs should be no longer than 2 pages per person) and use the text box below to identify any supporting information and/or provide summaries to illustrate experience of similar projects.
Response:
Click here to enter text.


[bookmark: _Toc437942264][bookmark: _Toc437944728][bookmark: _Toc437945097][bookmark: _Toc440364072][bookmark: _Toc440364463]
2. Your Proposed Cost and Value for Money
	4.5.1. Use the spreadsheet contained within Appendix B to provide a detailed costing (ex VAT) of your proposal. Use the text box below to provide any commentary required to support the costs submitted. Please keep your text response to 1 side of A4 paper, font size 11.
Response:
Click here to enter text.

	4.5.2 Explain how you would ensure transparency and auditability concerning charging, invoicing and any other business matters.
Response:
Click here to enter text.

	4.5.3. Describe how you would help achieve value for money through your appointment. Please keep your response to 1 side of A4 paper, font size 11. 
Response:
Click here to enter text.


[bookmark: _Toc455758706][bookmark: _Toc476575102][bookmark: _Toc361042676]Application Evaluation Process
Proposals will be evaluated by a panel of key stakeholders and the criteria will be based on the following and looking at the overall quality of the proposal:

	Evaluation criteria

	Research design and methods

	Expertise of the team

	The appropriate and ethical involvement of local residents, including children and young people

	Value for money

	Potential impact for children; including quality of outputs and how teams have thought about potential for impact and informing the development of the place-based approach 



Proposals will be assessed against the evaluation criteria and depending on the quality, selected Applicants will be invited to discuss in more detail their proposal with the interview panel.

5.1. Request for Proposal Timetable
[bookmark: _Toc402535111][bookmark: _Toc402536317][bookmark: _Toc402536436][bookmark: _Toc406155811][bookmark: _Toc406155909][bookmark: _Toc407022078][bookmark: _Toc416344690][bookmark: _Toc416344797][bookmark: _Toc420651862][bookmark: _Toc420651908][bookmark: _Toc420652185][bookmark: _Toc420652262][bookmark: _Toc420652337][bookmark: _Toc420653293][bookmark: _Toc420660843][bookmark: _Toc420660879][bookmark: _Toc423336215][bookmark: _Toc423336392][bookmark: _Toc423336462][bookmark: _Toc423337417][bookmark: _Toc423337444][bookmark: _Toc423337481][bookmark: _Toc423337520][bookmark: _Toc431826902][bookmark: _Toc431827458][bookmark: _Toc431827663][bookmark: _Toc431827777][bookmark: _Toc431890680][bookmark: _Toc433208888][bookmark: _Toc433360510][bookmark: _Toc433880716][bookmark: _Toc433881201][bookmark: _Toc433881303][bookmark: _Toc445128858][bookmark: _Toc455732348]
Estimated Timings for the Request for Proposal Process and Reporting
	Activity
	Target Date

	Request for Proposal issued to Applicants by NSPCC via email.
	6 March 

	Final date for Applicants to raise questions with the NSPCC (“the Clarification Period”).
	16 March

	Request for Proposal and all supporting documentation returned by email to the NSPCC
	24 March, midday

	Internal and external review of proposals and shortlisting.
	27 March – 7 April

	Easter break 
	10 - 17 April

	Clarification phone calls with applicants
	19 April 

	NSPCC to notify the successful Applicant, subject to relevant checks and agreement to NSPCC terms of contract.
	20 April

	Contract finalised and signed off.
	27 April

	Applicant to submit Research Ethics application 
	      5 May

	Meeting with local stakeholders to finalise approach.
	8-12 May

	Research Ethics Approval
	15 May

	Work commences
	22 May

	Report due 
	22 November


5.2. Instructions to applicants
One electronic PDF version of each response should be sent to the NSPCC researchresponses@nspcc.org.uk, no later than 1200hrs, 24th March 2017 (see below for contact details). 

You are not required to, but if you wish, you may send a hard copy to:

RFP Discovering Communities
Procurement Department
NSPCC
Weston House
42 Curtain Road
London 
EC2A 3NH

5.3. Clarification phone calls	[image: ]
If needed, we will call applicants with any additional questions on their proposals on the 19th April. 

5.4. Confidentiality
This request for proposal is made available on condition that its contents (including the fact that the Applicant has received this request for proposal) are kept confidential by the Applicant and it is not copied, reproduced, distributed or passed to any other person at any time except for the purpose of enabling the Applicant to submit an application.

The Applicant shall ensure that all third parties to whom disclosure is made shall keep any information, materials, specifications or other documents confidential and not disclose them to any other third party except as set out above.

Applicants must seek the approval of the NSPCC before providing third parties with any information provided in confidence by the NSPCC or its professional advisors and must maintain a register of all employees and third parties who have access to that information. If so requested by the NSPCC, Applicants must make this register available for immediate inspection by the NSPCC or its duly authorised representatives.

The NSPCC shall treat all Applicants’ responses as confidential to it and its advisors during the procurement process. 

The NSPCC may, at its request, require unsuccessful respondents immediately to return or destroy all documents and other materials and working papers relating to this project and all copies of them, and to destroy all electronic copies. The respondent may, at the NSPCCs request, be required to confirm in writing that all this information has been returned or destroyed.

5.5. Late Applications
Any response received after the deadline without prior agreement will be rejected by the NSPCC.

5.6. Terms & Conditions
The draft Contract that the NSPCC proposes to use is attached at Appendix C.
The following documents shall form part of the Contract between the NSPCC and the successful Applicant(s):
1. the Contract;  
1. its Schedules;
1. the task and rate card 

Applicants are asked to indicate with their submission if there is any part of this contract they would not be able to comply with. It will be very important to raise any issues at this stage since this Contract will bind the parties should the application be successful.

5.7. The NSPCC’s right to accept or reject any or all applications
The NSPCC reserves the right to accept or reject any application and to annul the application process and reject all applications at any time prior to award and acceptance without incurring any liability.

5.8. Corporate Social Responsibility 
Your application response provides an opportunity to support us as a potential client with the important work we do and possibly satisfy any CSR reporting requirements you may have under section 417 of the Companies Act 2006 (dependant on the level of support provided).

5.9. Notification of Award
The NSPCC will notify acceptance in writing to the successful Applicant. If agreement is reached with the successful Applicant, then the NSPCC will notify the unsuccessful Applicant as soon as is reasonably practical.

5.10. Disclaimer
The NSPCC shall not be liable for or pay any expenses or losses whatsoever, which may be incurred by any Applicant in preparation of the application submission or presentation.
 
[bookmark: _Toc361042677]The Applicant shall be responsible for obtaining, at his own expense, all information necessary for the preparation of the application, and will be deemed to have satisfied himself as to the size, scope and complexity of the tasks required to be performed, under any Contract awarded as a result of this application. Claims arising from any neglect on the part of the Applicant in this respect will not be entertained.

5.11 Enquiries (Clarification Period)	

[bookmark: _GoBack][image: ]Queries regarding this request for proposal should be addressed within the Clarification Period to the Procurement department via email at researchresponses@nspcc.org.uk

[bookmark: _Toc361042678][bookmark: _Toc364342218][bookmark: _Toc384225153]The last date for such requests is no later than 17:00 on 16th March 2017. All enquiries will be answered promptly in writing. Applicants should note that although the source of any questions will be “in confidence” both the enquiry itself and the NSPCC’s written response will be shared with all Applicants.

Getting to know the Community: Improving support for families facing adversity
NSPCC 06/03/17
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[bookmark: _Toc476575104]Appendix B – Rate & Task Card Matrix 
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[bookmark: _Toc476575105]Appendix C – Draft Contract




[bookmark: _Toc476575106][bookmark: _Toc433360516]Appendix D - Additional Information

Please include any further information to support your application.

We are committed to acting ethically and with integrity both internally and in our business relationships, and we expect the same high standards from the organisations we work with.

Our procurement process not only aims to ensure NSPCC achieves value for money, but seeks suppliers that meet or exceed our requirements in respect of ethical procurement. Therefore suppliers are asked to demonstrate that they embrace diversity, understand the risks within their own supply chain and remunerate their staff fairly.



[bookmark: _Toc476575107]Appendix E - Social isolation and lack of support is linked with abuse and neglect

Several studies have reported that maltreating parents have fewer contacts with relatives and smaller networks of supportive individuals than non-maltreating parents and report more isolation[footnoteRef:2]. [2:  Starr 1982, Zuravin and Grief 1989, Whimple and Webster-Stratton 1991, all cited in Gracia 2003] 


The primary research conducted by Coohey (1996) showed that social isolation, that is, smaller social networks, lower levels of contact with social support, perception of support as inadequate and receipt of fewer instrumental and emotional supports were risk factors for child maltreatment. Perceived lack of support, and actual lack of emotional support, correlated with both neglect and physical abuse[footnoteRef:3].  [3:  Coohey (1996) ‘Child maltreatment: testing the social isolation hypothesis’ Child Abuse Negl. 1996 Mar;20(3):241-54
http://www.sciencedirect.com/science/article/pii/S0145213495001433] 


There has been some emphasis on the protective nature of social supports. A meta-analysis undertaken by Stith et al (2009) found that an increase in social supports was associated with a reduction in child physical abuse and a reduction in child neglect. There is also a growing body of evidence showing the importance of safe, stable and nurturing relationships (SSNRs) to protect against abuse. As well as the parent-child relationship, positive relationships with romantic partners, co-parents and adult social supports have been shown to be important protective factors[footnoteRef:4]. There has been a particular interest in the ability of SNNRs to break the cycle of intergenerational continuity of abuse[footnoteRef:5].  This body of work adds weight to the value of the approach of intervening to improve the quality of relationships rather than merely addressing social isolation in terms of the size of social networks.  [4:  See for example Thornberry and Schoffield in the Merrick et al 2013 special issue]  [5:  Merrick et al 2013] 


There is also some evidence suggesting that social support can be a moderator between stress and physical abuse risk to a greater extent than relationships within the family[footnoteRef:6].  [6:  Tucker and Rodriguez ‘Family Dysfunction and Social Isolation as Moderators Between Stress and Child Physical Abuse Risk’ Journal of Family Violence (2014) 29:175-186.] 


Families report feeling more isolated. 
A survey from Action for Children found that 24% of families felt lonely, isolated from friends and cut off from sources of support[footnoteRef:7]. This is supported by other research with parents, which found that most parents believed they received less support from their family than parents did in the past[footnoteRef:8]. Reasons included families not being as close-knit as they used to be, more divorces and single parenthood and families living further apart geographically. [7:  Action for Children press release 25 August 2015 https://www.actionforchildren.org.uk/news-and-opinion/latest-news/2015/august/quarter-of-parents-feel-cut-off-and-lonely/ ]  [8:  Edwards and Gillies (2005) Resources in Parenting: Access to Capitals Project Report] 


How does social support help? 
Families who are struggling will turn to friends and family before professional support – and friends and family are often well placed to identify when there are challenges and provide early support. 

In a survey of parents, most (86%) agreed that family and friends are the most appropriate source of support for parenting issues[footnoteRef:9]. This also holds true in evidence around vulnerable groups of interest to us. A study found that couples experiencing relationship problems are most likely to turn to family and friends for support (after trying to solve the problem themselves), and would not seek relationship counselling or other professional support until problems were severe[footnoteRef:10].  [9:  Edwards and Gillies (2005) Resources in Parenting: Access to Capitals Project Report]  [10:  Ramm et al (2010) Relationship difficulties and help seeking behaviour: Secondary analysis of an existing data set ] 


Research has been done into barriers and facilitators of communities providing informal support
The Joseph Rowntree conducted a 3 year research project into how informal help works in the UK, identifying some of the key elements that allow communities to be there for each other and offer effective informal help[footnoteRef:11]. Key facilitators to provision of informal help include: having shared myths and narratives that support informal help, having a common cause or interest that can communities can form around, and steering away from describing the action as ‘help’ or ‘support’. Key barriers include being unable to reciprocate, the hierarchy to informal help (certain forms of support are seen as something that family should provide before friends are asked), and judgements made when deciding whether or not to offer help (need for help should be ‘genuine’ and should not result from ‘reckless’ actions). Close knit groups in some communities can leave those not part of the group feeling isolated and unwilling to participate in community life[footnoteRef:12].  [11:  The summary report is available: Haslewood, I. A summary of recent research on everyday help and kindness. Reports from the projects include: Anderson, S. et al. ‘Understanding everyday help and support.’Joseph Rowntree Foundation (2015); Allen, M. et al ‘Landscapes of Helping: Kindliness in Neighbourhoods and Communities’ ’Joseph Rowntree Foundation (2015)]  [12:  Anderson, S., Brownlie, J. and Milne, E.J. ‘Understanding everyday help and support.’ York: Joseph Rowntree Foundation (2015)] 


We know less about what is effective for parents with mental health problems, alcohol and substance misuse and domestic abuse. 
The barriers and facilitators identified by JRF (above) could affect parents with mental health problems, alcohol and substance misuse and domestic abuse disproportionately, however this has not yet been explored in detail. There has been some research into how social support can be a risk or protective factor where these problems exist. On the one hand, social networks can provide much needed support, but on the other they can reinforce unhelpful social norms. There are also additional barriers that vulnerable families might face when building social networks. 

Mental health problems
A study looking at mothers with serious mental illness found that wider and more established social networks correlated with greater parenting competence, but did not identify causation[footnoteRef:13].  [13:  Gelkopf et al ‘Parenting style, competence, social network and attachment in mothers with mental illness’ Child and Family Social Work (2012)] 


Alcohol use
Research has looked at correlations between social support, alcohol use and aggression (intimate partner violence or child physical abuse). 

A study looking at child physical abuse found that proximity of the social network group can enhance drinking behaviour (particularly in areas where the social hubs are bars or restaurants that serve alcohol)[footnoteRef:14]. The study found that when comparing drinkers with non-drinkers, drinkers had higher levels of social support and used child physical abuse more often. There was no difference between drinkers and non-drinkers on average size of the social network. Of drinkers, respondents who received more ‘tangible’ and ‘emotional’ support used physical abuse less often. Those who had more network members who provided ‘social companionship’ support used physical abuse more often. [14:  Freisthler et al ‘The dark side of social support: Understanding the role of social support, drinking behaviours and alcohol outlets for child physical abuse’ Child Abuse and Neglect 38 (2014)] 


A study looking at partner aggression had similar findings[footnoteRef:15]. For men, support which focussed on ‘belonging’ and ‘tangible’ support moderated the link between alcohol use and partner aggression. Those who consumed alcohol also demonstrated higher levels of partner aggression if they also had ‘appraisal’ support. None of the subtypes of social support were significant moderators for women, who showed more partner aggression overall.  [15:  Caldiera et al ‘Social support as a moderator for alcohol-related partner aggression during the transition to parenthood’ Journal of Interpersonal Violence (2012)] 


Vulnerable families
A literature review into vulnerable families, and those where there are emerging child protection concerns notes the following barriers[footnoteRef:16]:  [16:  Thompson, R.A. ‘Social support and child protection: lessons learned and learning’ Child abuse and neglect, Vol. 41 (2015)] 

· Longstanding character disorders, exacerbated by distrust of others, that contribute to social marginality and which may ‘repel’ family or neighbours
· Deliberate efforts to avoid detection of dysfunctional family or personal practices
· Exhausted by their financial and personal difficulties that they do not extend the time and energy to make contacts with others in their social networks
· Their network associates may also be drained by the same stressors and have little capacity for providing social support. 
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		Business Questionnaire & Security Assessment of 3rd Party Form

The attached addresses the information we want to ensure your details can be setup efficiently in our finance systems and also the manner in which you conduct your business. There are some additional questions that support our approach to the Modern Slavery Act (MSA).

· You are required to type your details and provide the following form on your own Company Letterhead (headed paper). This form will be rejected if not provided on letterhead.

· The NSPCC has strict purchase to pay guidelines; suppliers should provide goods or services only when they have received a valid NSPCC purchase order. The supplier must quote a valid NSPCC purchase order on every invoice submitted to the NSPCC to be paid.

· All questions are mandatory, if you are unable to provide the information requested by a question then you should advise this together with the reasons why.

Should you need it we have added some text in italics in the response sections to describe what is needed

Keeping your information up to date: the NSPCC needs to ensure that the information we hold on our records about you is both accurate and current. We will contact you each year to ensure that this is so.

We thank you in advance for your response and of course are happy to answer any queries you may have. Please address these to: procurement@nspcc.org.uk










		Supplier Details



		1. Legal status of organisation

		Click here to enter text.



		2. Registered name

		Full name of whom NSPCC will be paying for the goods/services.



		3. Trading name (if applicable)

		Applies if you are a subsidiary of another organisation or part of a group.



		4. Name of Parent Company (if applicable)

		Click here to enter text.



		5. Address

		Building number/name, street and post code.



		6. Registered Office (if different from address above)

		Click here to enter text.



		7. Company registration number (if applicable)

		Applies if you are a limited company.



		8. Telephone Number

		Click here to enter text.



		9. Fax Number

		Click here to enter text.



		10. Generic email address for NSPCC purchase orders

		Where the purchase orders emailed to.



		11. Generic email address for remittance

		Where the payment remittance advice is emailed to.



		12. Contact Name

		Who we can contact in case of query relating to this questionnaire.



		13. Job Title

		Click here to enter text.



		14. Contact telephone number

		Click here to enter text.



		15. Contact email address

		Click here to enter text.



		16. Number of Employees

		How many staff does your company employ in total?



		17. VAT registration number (if applicable)

		Applies if you are VAT registered.



		Insurance Information



		Employers Liability Insurance: employers are required by the law to insure against liability for injury or disease to their employees arising out of their employment.



		18. Insurer

		Who do you hold your current insurance policy with?



		19. Policy Number

		This can be found on your insurance schedule.



		20. Extent of cover £

		This can be found on your insurance schedule.



		21. Are there any limitations or restrictions?

		This can be found on your insurance schedule.



		Public Liability Insurance: protects the individual or company to respond to claims for injury or for damage to property or possessions.



		22. Insurer 

		Who do you hold your current insurance policy with?



		23. Policy Number 

		This can be found on your insurance schedule.



		24. Extent of cover £ 

		This can be found on your insurance schedule.



		25. Are there any limitations or restrictions?

		This can be found on your insurance schedule.



		Standards & Compliance



		26. Is your organisation a member of a trade or professional body? Please confirm who and how you ensure compliance with their standards.

		Click here to enter text.



		Business Questionnaire



		27. Is your Company part of a commercial group, a consortium, a subsidiary company or parent company or any other multi-legal-entity organisation?

		Click here to enter text.



		28. Have any of the directors, partners or associates been involved in any organisation that has been liquidated, gone into receivership or administration? If so please give details.

		Click here to enter text.



		29. Have any of the directors, partners or associates been found guilty of professional misconduct by a Governing Body? If so please give details.

		Click here to enter text.



		30. Have any of the directors, partners or associates convicted of a dishonest offence? If so please give details.

		Click here to enter text.



		31. State the names of directors, partners or associates of your organisation who may have, or had, involvement with the NSPCC or in any other companies who provide services to the NSPCC.

		Click here to enter text.



		32. Is your organisation registered under the Data Protection Act 1998?

		For further information go to .



		33. Has your organisation been involved in any court action, employment tribunals (including unlawful discrimination) over the last three years? If so please give details.

		Click here to enter text.



		34. Has or does your organisation provide a similar service to any other charitable or not for profit organisation? If so please provide details.

		Click here to enter text.



		35. [bookmark: _GoBack]Please confirm that you have adequate procedures in place to ensure that persons performing services on your company’s behalf will not commit any offence under the Bribery Act 2010. Please detail those procedures.

		For further details go to .



		36. Does your company have a Sustainability/Environmental Policy? If so please give details.

		Click here to enter text.



		37. Does your company have an Ethical Policy? If so please give details.

		Click here to enter text.



		38. Please describe how your Company ensures your products/services come from socially and ethically responsible sources (e.g. organisations avoiding the use of child labour etc or labour in contravention of the Modern Slavery Act).

		e.g. use of Fairtrade/Sedex suppliers.



		39. Can you confirm your employees are all paid the living wage? (as defined by the living wage foundation)If not, please give details

		Click here to enter text.



		40. Does any part of your supply chain involve or require:

•Unpaid workers

•Interns

•Manufacturing processes e.g. clothing, print and finishing

•Raw materials e.g. tin, gold, copper

		Click here to enter text.



		41. Are any parts of your supply chain, operations, or service carried out or sourced from outside of the UK? If yes, please provide details?

		Click here to enter text.



		42. Please confirm you will not carry or make reference to the NSPCC brand on any of the products or services delivered.

		Click here to enter text.



		43. If you have answered ‘yes’ to question 40, 41 or 44 please confirm:

•If your annual turnover is in excess of £36m, please provide a link to your website where your latest Annual Statement concerning slavery and human trafficking (Modern Day Slavery Act 2015) is published.

•Do you have a corporate Policy and Code of Conduct which effectively responds to all relevant principles of the Modern Slavery? If yes, please enclose a copy of your policy and Code of Conduct.

		



Click here to enter text.





Click here to enter text.



		44. Please confirm your organisation complies with the    following statement “We have thoroughly investigated our labour practices and those of our direct suppliers, to ensure there is no Forced/Child Labour or Slavery used anywhere in our business or by any of our suppliers. We have in place all necessary processes, procedures, investigations and compliance and validation systems to ensure that the warranties made in this statement will continue to be the case at all times”.

		Click here to enter text.



		45. Is your company a member of any membership organisations or trade-bodies, which demonstrate your commitment to ethical and responsible sourcing? 

		e.g. member of Ethical Trading Initiative.



		46. Does your company have an Equality and Diversity policy and if so how do you monitor the successful application of it?

		How do you eliminate discrimination, create equal opportunities and develop good working relationships between different people?



		47. If you employ more than 50 people please describe briefly the Equality and Diversity training you provide.

		Click here to enter text.







I confirm that the above information is accurate and correct:

		Name

		Click here to enter text.



		Position

		Click here to enter text.



		Signed

		Click here to enter text.



		Date

		Click here to enter text.







NSPCC - Supplier Security Assessment

Introduction

The purpose of this document is to establish the information security credentials of a supplier so the NSPCC can perform a risk assessment on the service offering.

The document should be completed by the following people:

· The supplier providing the service to the NSPCC.

· The NSPCC Security manager reviewing the response.

Note, the NSPCC may choose to audit the supplier’s response to this document. 

Supplier Details

In this section please provide details of the supplier and the service offered to the NSPCC. 

		The name of the supplier.



		



		The name and the role of the person completing this assessment.



		



		Contact details for the supplier. e.g. phone, email, website, company registration number.





		



		The service the supplier intends to provide.







		



		The classification of the information that would be in the supplier’s possession.

· Confidential – Sensitive information such as personal data (name, address, phone number, age, etc.), child case notes, photographs of targeted individuals, etc. 

· Internal – Information such as emails, plans, reports, etc.

· Public – Information taken from the public domain.

		



		The name of the NSPCC department that has requested this service.



		



		The time when the service will start and finish.



		



		The date the supplier completed this assessment.

		







Supplier Security Assessment

This section needs to be completed by the supplier to gauge their security position. If a question is not relevant then enter Not Applicable (“NA”). Please provide comments for responses that are either “No” or “NA”.

		Item

		Security Question

		Yes/No

		Comments



		Q1

		Does the supplier have a defined security policy? 

		

		



		Q2

		Is the supplier registered under the UK Data Protection Act? If yes then provide the reference.

		

		



		Q3

		Is the supplier accredited to a recognized security standard?

		

		



		Q4

		Will any confidential data be stored outside of the EU as part of this service? If yes then describe the security arrangements.

		

		



		Q5

		Are staff made aware of their information security responsibilities?

		

		



		Q6

		Does the supplier vet new staff and ensure leavers have their access rights removed?

		

		



		Q7

		Will the supplier ensure that when sensitive information is exchanged with the NSPCC that this is done securely? e.g. encrypted email, password protected documents,  HTTPS protected websites, Secure FTP, etc.

		

		



		Q8

		Will the supplier remove our data from their computer systems once the engagement is completed?

		

		



		Q9

		Does the supplier use legitimate and vendor supported software?

		

		



		Q10

		Does the supplier protect its computers and network with anti-malware products?

		

		



		Q11

		Does the supplier require the use of complex passwords to access their computers?

		

		



		Q12

		Does the supplier regularly patch their computer operating systems?

		

		



		Q13

		Are portable devices (laptops, smart phones, USB flash drives, etc.) protected by encryption?

		

		



		Q14

		Does the supplier use firewall(s) to protect its internal computers from the Internet?

		

		



		Q15

		Does the supplier use a solution to backup and restore their computer systems in the case of failure? If yes then please describe.

		

		



		Q16

		Does the supplier have physical building security to protect its information systems?

		

		



		Q17

		Will the supplier report any information security incidents impacting the NSPCC as soon as possible?

		

		



		Q18

		Please describe any additional security controls the supplier has in place.

















		

		









































NSPCC Security Recommendation

This section should be completed by the NSPCC Security Manager after the supplier has provided the information above.

		The name of the Security Manager



		



		The details of the security recommendation.





		



		Should we proceed with this supplier?

		



		The date the recommendation was completed.

		







Appendix - Supplier Security Principles

The NSPCC has an expectation when working with a supplier that they adhere to a common set of security principles which are listed below. This helps the NSPCC assess the risk of working with a supplier. Where a supplier does not follow these principles then this should be highlighted to the NSPCC.

Security policy - The supplier should have a documented security policy that outlines the security controls the company adheres.

Personnel security - The supplier is responsible for ensuring staff are made aware of their contractual and information security responsibilities. The supplier should ensure they operate a defined starters and leavers process. The supplier should monitor staff conformance and take appropriate measures when these are found deficient. 

Physical security - The supplier should use physical and environmental security to protect its offices and information systems.

Operations security - The supplier is responsible for ensuring services they deliver to the NSPCC are properly managed in terms of service delivery such as incident, problem and change management. Information systems used in the delivery of their services should be on vendor supported operating systems, configured securely, patched, protected from malware, resilient, auditable, and backed up to minimize service interruption to the NSPCC. 

Communication security - The supplier should ensure that communications with the NSPCC involving sensitive information are performed securely and are kept confidential.

Supply chain - The supplier is expected to have appropriate agreements in place to ensure services provided by sub-contractors do not expose the NSPCC to an adverse level of risk.

Compliance - The supplier is expected to comply with legislative, regulatory and contractual requirements. Personal data should be handled as defined under the data protection act. Sensitive information encountered by the supplier whilst working for the NSPCC should be kept confidential and not disclosed. Suppliers who connect directly into the NSPCC's network must comply with the NSPCC's security policy.

Security incidents - The supplier should report any security incidents impacting the NSPCC immediately and take the appropriate actions to contain, eradicate and recover from the incident. 
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Cover Sheet



		Rate Card

		Please complete the attached rate card.

The 'Rate Card' tab, has a number of 'grades of staff', please add to this detailing the members of staff who would be working on this project. When a more detailed breakdown is required, the 'task' tab must be linked to the rate cards, if further discount can be added a specific area within these tabs this should be highlighted and detailed where applicable.





Rate Card











		Supplier Name:



				Level		Name		Title/position		Summary of Role / Activity		Experience 
# of years		Discount % or Pro Bono		Day Rate (The NSPCC expects part days to be charged pro rata based on the day rate)

		Please add more lines if required →		Management/Board







				Senior level

















				Middle level















				Assistant level

















Task Card











		Supplier Name:				Responders should detail each task and the team members who are carrying this out.



				Task - task costs and hours should reflect your proposed project plan and key milestones 		Name		Project hours proposed 		Indicate if Pro Bono Y/N		Expenses should be detailed here		Total Cost

		Please add more tasks/ lines if required →												£   - 0

														£   - 0

														£   - 0

														£   - 0



														£   - 0

														£   - 0

														£   - 0

														£   - 0



														£   - 0

														£   - 0

														£   - 0

														£   - 0



														£   - 0

														£   - 0

														£   - 0

														£   - 0



														£   - 0

														£   - 0

														£   - 0

														£   - 0

										Total				£   - 0

										Total Including VAT				£   - 0
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Dated



..................................





Research

Agreement





BETWEEN





National Society for the Prevention of Cruelty to Children



-and-



[ORGANISATION]




































THIS AGREEMENT is dated                          				2016

Parties

National Society for the Prevention of Cruelty to Children incorporated by Royal Charter and registered as a charity in England and Wales with number 216401 and in Scotland with number SC037717 whose principal office is at Weston House, 42 Curtain Road, London, EC2A 3NH (the “NSPCC”).

[ORGANISATION], [a limited liability partnership registered in the UK with registration number] [a company limited by guarantee with company number [   ] and registered as a charity in England and Wales with number [  ] ] and whose registered address is [   ] (the “Organisation”).

Agreed terms

[bookmark: a274564][bookmark: _Toc304550880]Interpretation

The definitions and rules of interpretation in this clause apply in this agreement (unless the context requires otherwise).

Adult(s) at risk: anyone aged 18 years or over, who may: (a) be at risk of abuse or neglect because of their needs for care and support; (b) not have capacity to make a decision; and/or (c) be in a vulnerable circumstance and require additional care and support; 

Aim of NSPCC: to help to end cruelty to children in the United Kingdom;

Applicable Law: the laws of England and Wales and the European Union and any other laws or regulations, including but not limited to, regulatory policies, guidelines or industry codes (all as amended from time to time) which apply to the provision of the Research;

Capacity: as agent, consultant, director, employee, owner, partner, shareholder or in any other capacity;

Children: children under the age of 18 (eighteen);

Children Involvement: the participation or involvement of children under the age of 18 (eighteen) in the provision or receipt of the Research;

Commencement Date: means[Date to be added];

Confidential Information: information in whatever form (including without limitation, in written, oral, visual or electronic form or on any magnetic or optical disk or memory and wherever located) relating to the business, customers, service users, products, affairs and finances of NSPCC for the time being confidential to NSPCC and trade secrets including, without limitation, technical data and know-how relating to the business of NSPCC or any of its suppliers, customers, agents, distributors, shareholders, management or business contacts and including (but not limited to) information that the Organisation or the Individual create, develop, receive or obtain in connection with this Research, whether or not such information (if in anything other than oral form) is marked confidential;

Consents: all permissions, consents, approvals, certificates, permits, licences, agreements and authorities (whether statutory, regulatory, contractual or otherwise) necessary for the provision of the Research;

Data Protection Legislation: a) all Applicable Law and regulations relating to data or privacy, including but not limited to the Data Protection Act 1998, the EU Data Protection Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003, the Communications Act 2003, and any subsequent legislation which may be enacted, as amended or replaced from time to time; and 

b) all relevant industry guidance and codes of practice in term as amended or replaced from time to time, including but not limited to, as issued by the Information Commissioner and/or any similar or replacement regulatory or self-regulatory body or bodies which may come into existence during the Service;

Data Protocol Principles and Questionnaire: the NSPCC’s protocol and questionnaire as set out in Schedule 6;

DBS Check: a check of the Disclosure and Barring Service in England and Wales, Access NI in Northern Ireland or Disclosure Scotland in Scotland;

Fee: the fees as detailed in Schedule 2;

Good Data Management Practices: the practices and procedures set out in schedule 3;

Governance Procedures: means those procedures as have been agreed between the parties and approved by the Steering Group prior to the Commencement Date, which will govern progress reporting, consultation and decision making in the delivery of the Research as detailed in Schedule 4

Healthcare Professional: means a person who by education, training, certification, or license is qualified to and is engaged in providing health care including but not limited to consultants, doctors, nurses, health visitors, midwives, paramedics, therapists, surgeons, physicians, clinical staff and other healthcare professionals.

Individual: means such of the Organisation’s Personnel as may be engaged in the provision of Research from time to time including (if any) the people specified in Schedule 1;

Insurance Policies: employer's liability insurance cover, professional indemnity insurance and public liability insurance cover;

Intellectual Property Rights: patents, rights to Inventions, copyright and related rights, trademarks, trade names and domain names, rights in get-up, rights in goodwill or to sue for passing off, rights in designs, rights in computer software, database rights, rights in confidential information (including trade secrets) and any other intellectual property rights, in each case whether registered or unregistered and including all applications (or rights to apply) for, and renewals or extensions of, such rights and all similar or equivalent rights or forms of protection which may now or in the future subsist in any part of the world;

Invention: any invention, idea, discovery, development, improvement or innovation made by the Organisation or by the Individual in connection with the provision of the Research, whether or not patentable or capable of registration, and whether or not recorded in any medium;

Involved Parties: means any of your Personnel, agents, sub-contractors third parties and assignees involved in Children Involvement;  

Losses: means claims, demands, actions, losses (including without limitation, loss of profit and loss of reputation, loss or damage to property, injury to or death of any person and loss of opportunity to deploy resources elsewhere), expenses, liabilities, judgements, settlements, damages and costs (including all interest, penalties, fines and legal and other professional costs and expenses);

Materials: means any written, oral or visual article, commentary, report, review, presentation, evaluation, analysis, or any other document produced by the Organisation arising from or relating to the Research in any way, or containing, in whole or any part, the Works whether in hard copy, electronic form or otherwise including, but not limited to, where contained in any publication, blog or website owned by the Organisation or owned by any another third party; 

NSPCC Contract Manager: means [             ] or any other person NSPCC may notify to the Organisation and/or Individual from time to time;

NSPCC Local Engagement Officer: means [             ] or any other person NSPCC may notify to the Organisation and/or Individual from time to time;

NSPCC Policies: the NSPCC policies and protocols as amended from time to time, including but not limited to the Data Protocol Principles and Questionnaire in Schedule 6;

NSPCC Property: all documents, books, manuals, materials, records, correspondence, papers and information (on whatever media and wherever located) relating to the business or affairs of NSPCC or its business contacts, and any equipment, keys, hardware or software provided for the Organisation or the Individual’s use by NSPCC during the Research, and any data or documents (including copies) produced, maintained or stored by the Organisation or the Individual on the computer systems or other electronic equipment of NSPCC, the Organisation or the Individual during the Research;

NSPCC Research Ethics Committee:  means the Committee of the NSPCC, which is comprised of representatives of the NSPCC and other external organisations, and which has an advisory role to support the NSPCC and those it works together with on research projects to manage risk around research ethics

Personnel: means all employees, staff, other workers, consultants and agents of the Organisation and of any sub-contractors, third parties or assignees who may be involved in the Research from time to time;

Pre-Existing Works: all records, reports, documents, papers, drawings, designs, transparencies, photos, graphics, logos, typographical arrangements, software programs, inventions, ideas, discoveries, developments, improvements or innovations and all materials embodying them in whatever form, including but not limited to hard copy and electronic form, prepared by the Organisation,  the Individual or any other before this Agreement and used by the Organisation and/or the Individual in the course of providing the Research or otherwise reasonably needed by NSPCC to make use of the Works;

Research: the Research described in Schedule 1 to this agreement or any other Research as agreed between the parties from time to time;

Research Service Levels: means the service levels set out under clause 3 and as more fully described in Schedule 1.

Regulated Activity Provider: shall have the same meaning as set out in section 6 of the Safeguarding Vulnerable Groups Act 2006;

Regulated Activity: in relation to children shall have the same meaning as set out in Part 1 of Schedule 4 to the Safeguarding Vulnerable Groups Act 2006 and in relation to vulnerable adults shall have the same meaning as set out in Part 2 of Schedule 4 to the Safeguarding Vulnerable Groups Act 2006;

Security Features: any security feature including any key, PIN, password, token or smartcard;

Research Completion Date: means [Date to be added]

Steering Group: means the Group  established by the NSPCC; which shall comprise representatives from the NSPCC and other local and community organisations as NSPCC may decide from time to time and which will have a responsibility to oversee the delivery of the Research

Subcontractor: alternative company or individual engaged by the Organisation to provide the Research;

Term: from the Commencement Date to the Research Completion Date unless extended by mutual agreement

Termination Date:  the date of termination of this agreement, however arising; and

Works: all records, reports, documents, papers, drawings, designs, transparencies, photos, graphics, logos, typographical arrangements, software programs, inventions, ideas, discoveries, developments, improvements or innovations and all materials embodying them in whatever form, including but not limited to hard copy and electronic form, prepared by the Organisation or the Individual in connection with the provision of the Research.

The headings in this agreement are inserted for convenience only and shall not affect its construction.

A reference to a particular law is a reference to it as it is in force for the time being taking account of any amendment, extension, or re-enactment and includes any subordinate legislation for the time being in force made under it.

Unless the context otherwise requires, a reference to one gender includes a reference to the other gender.

Unless the context otherwise requires, words in the singular include the plural and in the plural include the singular.

The schedules to this agreement form part of (and are incorporated into) this agreement.

[bookmark: a868333][bookmark: _Toc304550881]Term of Research

The NSPCC shall engage the Organisation and the Organisation shall make available to the NSPCC the Individual to provide the Research on the terms of this agreement.

[bookmark: a248817]The Research shall commence on the Commencement Date and shall continue until the Service Completion Date unless extended by mutual agreement in writing or terminated earlier:

(a) by NSPCC giving notice of termination of no less than 1 week; or 

(b) by NSPCC  on the basis that in the reasonable opinion of the NSPCC or the NSPCC Contract Manager:

(i) the Research is not of a sufficiently high standard; or

(ii) the criteria as set out in Schedule 1 have not been adequately or satisfactorily met or are not likely to have been adequately or satisfactorily met by the Research Completion Date; or

(iii) following resubmission of the plan or proposal by the Individual or Organisation on the request of NSPCC the Research are still not of sufficient quality; or

(c) by NSPCC following notification of a delay in likely timescales for completion of the Research under clause 3.2 if the indicated revised timescale is no longer workable or satisfactory for NSPCC.

[bookmark: a255453][bookmark: _Toc304550882]Duties

During the Research the Organisation shall, and (where appropriate) shall procure that the Individual shall:

provide the Research with all due care, skill and ability and, in connection with provision of the Research, use its or his reasonable endeavours to promote the interests of NSPCC; 

promptly give to the NSPCC Contract Manager and/or the NSPCC Lead Engagement Officer all such information and reports as it may reasonably require in connection with matters relating to the provision of the Research or the business of NSPCC;

observe the conditions attaching to any regulatory and ethical licences, consents and approvals;

keep complete and accurate records of all research, development and other work carried out in connection with the Research and of all reports and observations, signed by the people who obtained each result or made those observations, and countersigned by Personnel  of that party who is not a member of the research team but who understands the work; 

comply with the Good Data Management Practices; and

perform the Research in such a manner and to such levels as will ensure that the standards are equal to or higher than the Research Service Levels. The Organisation shall meet, and time is of the essence as to, any performance dates, project milestones or Research Service Levels specified in Schedule 1.

If it becomes reasonably likely the Individual will be unable to complete the provision of the Research by the Research Completion Date due to unexpected or unforeseen reasons, the Organisation shall advise NSPCC of this fact as soon as reasonably practicable, the reason for the delay, and the new expected timescale for completion. If the indicated revised timescales are no longer workable or satisfactory for NSPCC, NSPCC shall be entitled to terminate the Research in accordance with clause 2.2(c) and NSPCC shall be entitled to withhold all or part of the Fee for any part of the Research not completed at its sole discretion (to be exercised reasonably).

[bookmark: a191365]The Organisation shall use its reasonable endeavours to ensure that the Individual is available, at all times on reasonable notice, to provide such assistance or information as the NSPCC may require. 

Unless it or he has been specifically authorised to do so by the NSPCC in writing:

neither the Organisation nor the Individual shall have any authority to incur any expenditure in the name of or for the account of the NSPCC; or

the Organisation shall not hold itself (and shall procure that the Individual shall not hold itself or themselves) out as having authority to bind the NSPCC.

The Organisation shall, and shall procure that the Individual shall, comply with all reasonable standards of safety and comply with the NSPCC's health and safety procedures from time to time in force at the premises where the Research are provided and report to the NSPCC any unsafe working conditions or practices.

The Organisation may use a third party to perform any administrative, clerical or secretarial functions which are reasonably incidental to the provision of the Research provided that: 

NSPCC will not be liable to bear the cost of such functions; and

at NSPCC's request the third party shall be required to enter into direct undertakings with NSPCC, including with regard to confidentiality.

[bookmark: a461127]The Organisation shall, and shall procure that the Individual shall:

comply with all Applicable Laws, regulations, codes and sanctions relating to anti-bribery and anti-corruption including but not limited to the Bribery Act 2010 (Relevant Requirements);

[bookmark: a134609]not engage in any activity, practice or conduct which would constitute an offence under sections 1, 2 or 6 of the Bribery Act 2010 if such activity, practice or conduct had been carried out in the UK; and

have and shall maintain in place throughout the term of this agreement its own policies and procedures, including but not limited to adequate procedures under the Bribery Act 2010, to ensure compliance with the Relevant Requirements and will enforce them where appropriate.

In relation to it’s the Individuals, the Organisation shall:

(a) [bookmark: _Toc290282725]where requested by the NSPCC carry out suitable criminal records checks with the Disclosure and Barring Service on the Individual;

(b) [bookmark: _Toc290282726]provide Individual who possess the appropriate qualifications, experience, skills and competencies to perform the duties required of them and ensure that the Research are provided in all respects and at all times in accordance with this Agreement (including but not limited to the responsibilities outlined at Schedule 1);

(c) [bookmark: _Toc290282727]insofar as the Individual is a Healthcare Professionals effect and maintain membership of the Medical Defence Organisation or other relevant professional body (and at the request of the NSPCC shall supply evidence of such);

(d) [bookmark: _Toc290282728]maintain in full force during the term of the agreement relevant insurance to cover the Individual’s duties under this agreement (and at the request of the other party shall supply evidence of such).

(e) provide to the NSPCC a copy of the assignments in the agreed form detailed in Schedule 5 for all Individuals on or before their involvement in the Research

The Organisation shall meet with the NSPCC Contract Manager and the NSPCC Local Engagement Officer to report on progress of the delivery of the Research at least every two weeks throughout the Term at such time, place and in such manner as shall be agreed between the Parties.

The Organisation agrees that it shall provide the Research in accordance with the Governance Procedures agreed by the Steering Group from time to time; to include but not be limited to: the manner and frequency of any reporting to the Contract Manager, Lead Engagement Officer and/or the Steering Group /or as more particularly described in Schedule 4

The Steering Group shall have no authority to amend the terms of this Agreement other than as detailed and agreed between the parties in the Governance Procedures.

The Organisation undertakes that, in the event of it being unable personally to perform the Research in accordance with its obligations under this Agreement, it shall provide a fully qualified suitable alternative service provider acceptable to NSPCC as detailed in Schedule 6 (the Subcontractor), provided that: 

the provision of the Subcontractor shall be governed under a subcontract between the Organisation and the Subcontractor on terms no less onerous than the terms of this Agreement and the terms of such subcontract shall:

 provide the NSPCC with the same rights in terms of intellectual property and impose the same obligations in relation to data protection and confidentiality upon the Sub-Contractor as those contained in this Agreement;

shall appoint the NSPCC as third party beneficiaries, the right, under the Contracts (Rights of Third Parties) Act 1999, for the NSPCC to enforce the terms of that Sub-Contract as if it were the Consultant Company 

 (b)       the rights and obligations of the Organisation under this Agreement in relation to NSPCC shall not be affected; and  

(c)        NSPCC shall be under no obligation to pay any Fees to the Subcontractor for the provision by the Subcontractor of the Research (or any part thereof); and

(d)       The Organisation shall be required to supervise the Subcontractor in terms of performance and quality of work which shall be supplied to meet the deadlines in Schedule 1; and  

(e)        the NSPCC requires the Organisation to terminate a sub-contract where the acts or omissions of the relevant Sub-Contractor have given rise to the NSPCC's right of termination of this Agreement pursuant to clause 12.

3.15     Any act and/or omissions of the Subcontractor shall remain the responsibility and liability of the Organisation as if it shall have been its own act and/or omission.

3.16    The Organisation shall use all reasonable endeavours to procure that the Subcontractor complies with the provisions of each subcontract.  

3.17     The Organisation agrees to provide to the NSPCC a copy of the Assignments in the agreed form detailed in Schedule 5 annexed on or before the date of this Agreement. 

3.18     The Organisation shall within 30 days of a sub-contract being entered into, provide the NSPCC with a copy of the sub-contract.

Media Announcements And Publicity

The Organisation agrees that: 

a) prior to any press release, or any other media publication relating to the Research, it shall obtain the prior written consent of the NSPCC prior to publication, such consent not to be unreasonably withheld; and

b) any Materials that the Organisation may make available in the public domain shall anonomise any participants in the Research.

Fees

[bookmark: a135367][bookmark: _Ref303694771]Subject to clause 4.2, 4.5 and 10.1, the NSPCC shall pay the Organisation the Fee (inclusive of VAT and expenses) on satisfactory completion of the Research. The Organisation shall submit to NSPCC invoice(s) in respect of the Fee as specified in Schedule 2.

The NSPCC shall be entitled to only make part payment of the Fee if the Research have not been completed in accordance with the specification in Schedule 1 in NSPCC’s reasonable opinion or if the Research is terminated prior to the completion of the Research in accordance with clause 2.2 or clause 13. Such part payment will be determined at the sole discretion of the NSPCC (acting reasonably).

In consideration of the provision of the Research, the NSPCC shall pay the invoice submitted by the Organisation in accordance with clause 5.1, within 30 days from the end of the month in which the invoice was received.

The NSPCC shall be entitled to deduct from the Fee any sums that the Organisation or the Individuals may owe to the NSPCC at any time in the course of the Research. Payment in full or in part of the Fee shall be without prejudice to any claims or rights of the NSPCC against the Organisation or the Individual in respect of the provision of the Research.

[bookmark: a930147][bookmark: _Toc304550884]The Fee shall be deemed to include any payment for expenses incurred by the Organisation and/or the Individual. 

Other activities

Nothing in this agreement shall prevent the Organisation or the Individual from being engaged, concerned or having any financial interest in any Capacity in any other business, trade, profession or occupation during the Research provided that:

such activity does not cause a breach of any of the Organisation's obligations under this agreement; and

the Organisation shall not, and shall procure that the Individual shall not, engage in any such activity if it relates to any matter or business which is or could be deemed to be in any way contrary to the Aim of NSPCC. 

[bookmark: a229225][bookmark: _Toc304550885]Confidential information and NSPCC property

The Organisation acknowledges that in the course of the Research  it and the Individual will have access to Confidential Information. The Organisation has therefore agreed to accept the restrictions in this clause 6.

The obligations in this clause 6 shall not apply to Confidential Information, disclosed by one party (“Disclosing Party”) to the other party (“Receiving Party”), where the Receiving Party can clearly demonstrate that the information:

was in, or comes into, the public domain prior to its disclosure or enters into the public domain after disclosure otherwise than by default of the Receiving Party;

becomes known to the Receiving Party by action of a third party not in breach of any obligation of confidentiality to the Disclosing Party;

was in the Receiving Party’s possession before receipt from the Disclosing Party and was not acquired directly or indirectly from the Disclosing Party;

was independently developed by or for the Receiving Party at any time, independently of the Confidential Information disclosed to it by the Disclosing Party;

is required to be disclosed by law or by government regulation or government departments and regulatory, statutory or self-regulatory body or court order (including without limitation to enable the Organisation to comply with its obligations under the Freedom of Information Act 2000 and the Environmental Information Regulations 2004). In such cases, the Receiving Party shall wherever practicable give reasonable advance notice of the intended disclosure to the other Party and shall limit the disclosure to the extent legally required.

All NSPCC Property shall remain the property of the NSPCC and at any stage during the Research, the Organisation will promptly on request return to NSPCC all and any NSPCC Property in its possession.

At any stage during the Research, the Organisation will promptly on request return to NSPCC all and any NSPCC Property in its or the Individual’s possession.

[bookmark: a898103][bookmark: _Toc304550886]The provisions of this clause 6 relating to NSPCC Data shall survive any termination of this Agreement in perpetuity and otherwise shall survive for a period of 5 years from any termination of this Agreement. This shall not prevent the NSPCC from publicising the existence of the Data.

[bookmark: _Ref432694282]Data protection 



[bookmark: _Toc290282733][bookmark: _Ref302658097][bookmark: _Ref303695458][bookmark: _Toc290282734][bookmark: _Toc290282735]In this clause 8, the terms “data controller”, “data processor”, “personal data”, “sensitive personal data” and “processing” will be as defined in the Data Protection Act 1998 (the “DPA”), and “Data” will mean the personal data and sensitive personal data provided by NSPCC to the Organisation, or by the Organisation to NSPCC.

[bookmark: _Ref312934088]All parties agree to comply with the Data Protection Legislation insofar as it relates to the performance of their roles under this Agreement.

Without limiting the provisions of clause 8.1, the Organisation shall comply with any NSPCC data processing and data sharing guidelines that the NSPCC may produce from time to time, copies of which shall be provided to the Organisation.

The parties shall obtain and maintain all necessary Consents so as to:

enable the sharing party to provide the Data to the other; and 

for the receiving party to use and exploit the Data,

ensure compliance  with all Applicable Laws including but not limited to Data Protection Legislation. This requirement includes approval or obtaining relevant Consents that may be required before the Research can commence and maintaining and complying with such Consents

The Organisation shall ensure that in determining the relevant Consent that is required to be obtained, it shall comply with any guidance issued by the NSPCC Research Ethics Committee from time to time.  



Unless otherwise agreed in writing, each party shall remain the data controller of its own Data.  Where a party is processing Data on behalf of the other, the data processor shall ensure that it has in place appropriate technical and contractual measures to ensure the security of the Data (and to guard against unauthorised or unlawful processing of the Data and accidental loss or destruction of, or damage to, the Data), as required under the seventh data protection principle in the DPA.

The Organisation shall procure that the Personnel consents to the NSPCC holding and processing data relating to them for legal, personnel, administrative and management purposes relating to the Personnel including, as appropriate:

the Personnel's racial or ethnic origin or religious or similar beliefs in order to monitor compliance with equal opportunities legislation;

relating to any criminal proceedings in which the Personnel has been involved for insurance purposes and in order to comply with legal requirements and obligations to third parties. 

Where, in its reasonable opinion, the NSPCC has safeguarding and/or child protection and/or Adult at Risk concerns in respect of the Organisation or the Personnel or a subcontractor, it may disclose such concerns to the Police, the relevant Children’s Services Department, the relevant Local Authority Designated Officer and any relevant statutory or regulatory body.

The Parties acknowledge that the Organisation may process personal data on behalf of the NSPCC and will be a data processor for the NSPCC in connection with the Research. To the extent that the Organisation is a data processor for the NSPCC it shall: 

process the Data only to the extent, and in such a manner, as is necessary for the purposes specified as part of the Research and in accordance with the NSPCC’s instructions from time to time and shall not process the personal data for any other purpose.  The Organisation will keep a record of any processing of Data it carries out on behalf of the NSPCC; 

promptly comply with any request from the NSPCC requiring it to amend, transfer or delete the Data;

take appropriate technical and organisational measures against the unauthorised or unlawful processing of personal data and against the accidental loss or destruction of, or damage to, personal data to ensure the NSPCC’s compliance with the seventh data protection principle including but not limited to the security measures set out in the NSPCC Data Protocol Principles and Questionnaire;

comply with all Applicable Laws including but not limited to Data Protection Legislation; 

immediately notify the NSPCC of its receipt of any complaint, notice or communication which relates directly or indirectly to the processing of the Data or to either party’s compliance with Data Protection Legislation and the Organisation shall provide the NSPCC with full co-operation and assistance in relation to any such complaint, notice or communication; 

at the NSPCC’s request provide a copy of all Data held by it in the  format and on the media reasonably specified by the NSPCC;

not transfer Data outside of the European Economic Area (or any country deemed adequate by the European Commission pursuant to Article 25(6) of Directive 95/46/EC) without the prior written consent of the NSPCC and putting in place adequate protection for the Data that is acceptable to and agreed by the NSPCC;

promptly inform the NSPCC if any Data is lost or destroyed or becomes damaged, corrupted, or unusable.  The Organisation will restore such Data at its own expense;  

ensure that access to the Data is limited to: (i) those Personnel who need access to the Data to meet the Organisation’s obligations under this agreement; and (ii) in the case of any access by Personnel, such part or parts of the Data as is strictly necessary for performance of that Personnel’s duties;

ensure that all Personnel: (i) are informed of the confidential nature of the Data; (ii) have undertaken training in the laws relating to handling personal data; and (iii) are aware both of the Organisation’s and/or sub-contractors duties and their personal duties and obligations under such laws and this agreement;

provide all of its Personnel with training in the handling of Data and ensure that passwords are only supplied to the NSPCC Data team and are not sent with Data;

take reasonable steps to ensure the reliability of any of the Personnel who have access to the Data;

notify the NSPCC within 2 working days if the Organisation receives a request from a  data subject for access to that person’s Data;

provide the NSPCC with full co-operation and assistance in relation to any request made by a data subject to have access to their  Data; 

comply with any request made by a data subject in relation to access and use of their Data; 

not disclose the Data to any data subject or to a third party other than at the request of the NSPCC or as provided for in this agreement.

The NSPCC is entitled, on giving the Organisation at least 7 days’ notice to inspect or appoint representatives to inspect all facilities, equipment, documents and electronic data relating to the processing of Data by the Organisation. This requirement to give notice will not apply if the NSPCC believes that the Organisation is in breach of any of its obligations under this agreement.

The Organisation warrants represents and undertakes that: 

it will process the Data in compliance with all Applicable Laws, enactments, regulations, orders, standards and other similar instruments;  

it will take appropriate technical and organisational measures against the unauthorised or unlawful processing of personal data and against the accidental loss or destruction of, or damage to, personal data to ensure the NSPCC’s compliance with the seventh data protection principle including but not limited to the security measures set out in the NSPCC Data Protocol Principles and Questionnaire;

it will provide the NSPCC with as much prior written notice as possible of any changes to its data security and acknowledge that any such change will entitle the NSPCC to terminate this agreement immediately without further liability if in the NSPCC’s reasonable opinion it means that it is not longer in compliance with this clause.

The Organisation shall: 

comply with the NSPCC Data Protocol Principles and Questionnaire document as updated by the NSPCC from time to time;

complete the NSPCC data security questionnaire contained within the Data Protocol Principles and Questionnaire” and return it to the NSPCC prior to signature of this agreement; and

ensure it does not knowingly or negligently do or omit to do anything which places the NSPCC in breach of the NSPCC’s obligations under the Data Protection Legislation;

ensure that the Data is kept secure and in an encrypted form, and shall use the best available security practices and systems applicable to the use of the Data to prevent, and take prompt and proper remedial action against, unauthorised access, copying, modification, storage, reproduction, display or distribution of the Data;  

use Security Features in relation to the storage of the Data, the Security Features must, unless NSPCC notifies the Organisation otherwise, be kept confidential and not lent, shared, transferred or otherwise misused.  

If the Organisation becomes aware of any misuse of any Data or any security breach in connection with this agreement that could compromise the security or integrity of the Data or otherwise adversely affect the NSPCC or if the NSPCC learns or suspects that any Security Feature has been revealed to or obtained by any unauthorised person, the Organisation shall, at its own expense, promptly notify the NSPCC and fully co-operate with the NSPCC to remedy the issue as soon as reasonably practicable. 

The Organisation agrees to co-operate with the NSPCC’s reasonable security investigations.

The Organisation may only authorise a third party (sub-contractor or otherwise) to process the Data: 

subject to the NSPCC’s prior written consent where it has supplied the NSPCC with full details of such third party; and 

provided that the third party’s contract is on terms which are substantially the same as those set out in this agreement provided that the third party’s contract terminates automatically on termination of this agreement for any reason.  

The Organisation shall indemnify and keep indemnified and defend at its own expense the NSPCC against all costs, claims, damage or expenses incurred by the NSPCC or for which the NSPCC may become liable due to any failure by the Organisation or Personnel or Subcontractors to comply with any of the Organisation’s obligations under this agreement.

SECURITY AND PASSWORDS

	The Organisation shall ensure that the Data is kept secure and in an encrypted form, and shall use the best available security practices and systems applicable to the use of the Data to prevent, and take prompt and proper remedial action against, unauthorised access, copying, modification, storage, reproduction, display or distribution of the Data.  

The Organisation shall use Security Features in relation to the storage of the Data, the Security Features must, unless NSPCC notifies the Organisation otherwise, be kept confidential and not lent, shared, transferred or otherwise misused.  

If the Organisation becomes aware of any misuse of any Data or any security breach in connection with this Agreement that could compromise the security or integrity of the Data or otherwise adversely affect the NSPCC or if the NSPCC learns or suspects that any Security Feature has been revealed to or obtained by any unauthorised person, the Organisation shall, at its own expense, promptly notify the NSPCC and fully co-operate with the NSPCC to remedy the issue as soon as reasonably practicable. 

	The Organisation agrees to co-operate with the NSPCC’s reasonable security investigations.

Freedom of Information

NSPCC acknowledges that the Organisation is subject to the requirements of the Freedom of Information Act 2000 (“FOIA”) and the Environmental Information Regulations 2004 (“Environmental Information Regulations”) and shall, to the extent information is held by NSPCC on behalf of Organisation, assist and cooperate with Organisation to enable Organisation to comply with its information disclosure obligations under FOIA and the Environmental Information Regulations. 

NSPCC acknowledges that Organisation may, acting in accordance with the Department of Constitutional Affairs’ Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000 (“the Code”), be obliged under the FOIA, or the Environmental Information Regulations to disclose information concerning NSPCC or the Research:

(a)	in certain circumstances without consulting NSPCC; or

(b)	following consultation with NSPCC and having taken their views into account;

provided always that Organisation shall (i) take reasonable steps to give NSPCC advanced notice of any such information request, (ii) allow NSPCC a reasonable amount of time to make representations to Organisation in relation to any FOIA or Environmental Information Regulations exemptions which NSPCC may consider should be applied, (iii) take into account, acting reasonably and in good faith, any such representations which may be made by NSPCC.



[bookmark: a759246][bookmark: _Toc304550887]safeguarding

In providing the Research, the Organisation shall at all times:

provide the Research in accordance with best industry practice;

provide the Research in accordance with all Applicable Laws, including but not limited to Data Protection Legislation;

obtain, maintain and comply with all Consents;

allocate sufficient resources to provide the Research in accordance with the terms of this Agreement.

The Organisation undertakes, warrants and represents on an on-going basis that:

the Organisation will perform and procure the performance of their obligations under this Agreement in compliance with all Applicable Laws; and

the Organisation has, and will continue to hold, all Consents and regulatory approvals necessary to provide the Research.

The Organisation shall complete HR management on each Personnel including referencing and vetting, provision of employment contracts and payroll services, including holiday entitlement, absenteeism and disciplinary policies and ensuring the activity takes place in compliance with Applicable Laws relating to employment and contracting Personnel.

The Organisation shall and shall procure that each of the Personnel shall

Follow best practice in dealing with Children and/or Adults at Risk;

Ensure that a DBS Check is completed for each Personnel, and all DBS checks must be retained by the Organisation for a period of 12 months after the completion of the Research;

Disclose to the NSPCC if at any time any Personnel is convicted of any criminal offence (other than an offence under any road traffic legislation in the United Kingdom or elsewhere for which a fine or non-custodial penalty is imposed) or receive a caution for any offence or are subject to notification requirements.

The Organisation shall ensure that in the event that the Organisation has a concern about the welfare of a child, the Organisation will contact the NSPCC Helpline on 0808 800 5000 or online via the NSPCC’s website.  If a child is in immediate danger the Organisation shall call the Police on 999.

The Organisation shall immediately notify the NSPCC of its receipt of any complaint, investigation, notice or communication which relates directly or indirectly to the obligations contained in this Agreement and you shall provide the NSPCC with full co-operation and assistance in relation to any such complaint, investigation, notice or communication.

Notwithstanding any input or assistance provided by NSPCC, the Organisation shall be responsible for the safe conduct of any Research and take all steps necessary to protect health and safety, including by carrying out at the Organisations cost all necessary risk assessments, provide all necessary safety equipment and supervision.

The NSPCC may require the Organisation to remove, or procure the removal of, any of the Organisation’s Personnel whom it considers, in its reasonable opinion, to be unsatisfactory for any reason which may have an impact on such person's responsibilities.

The Organisation shall indemnify and keep indemnified and defend at their own expense the NSPCC against all liabilities, losses, costs, claims, damages, fines and /or expenses suffered or incurred for which the NSPCC may become liable due to any failure by the Organisation, Personnel or Subcontractors or agents to comply with any of the Organisations obligations under this clause 10.

To the extent that the Organisation is a Regulated Activity Provider with ultimate responsibility for the management and control of the Regulated Activity provided under this Contract and for the purposes of the Safeguarding Vulnerable Groups Act 2006, the Organisation shall:

Ensure that all individuals engaged in Regulated Activity are subject to a valid enhanced disclosure check for regulated activity undertaken through the Disclosure and Barring Service (DBS); and

monitor the level and validity of the checks under this clause 10.10 for each member of staff;

employ or use the services of any person who is barred from, or whose previous conduct or records indicate that he or she would not be suitable to carry out Regulated Activity or who may otherwise present a risk to service users.

The Organisation warrants that at all times for the purposes of this Agreement you have no reason to believe that any person who is or will be employed or engaged by you in the provision of the Research is barred from the activity in accordance with the provisions of the Safeguarding Vulnerable Groups Act 2006 and any regulations made thereunder, as amended from time to time.

The Organisation shall immediately notify the NSPCC of any information that it reasonably requests to enable it to be satisfied that the obligations of this clause 10 have been met.

The Organisation shall refer information about any person carrying out the Research to the DBS where you remove permission for such person to carry out the Research (or would have, if such person had not otherwise ceased to carry out the Research) because, in your opinion, such person has harmed or poses a risk of harm to children 

Intellectual property

[bookmark: _Ref313440687][bookmark: _Ref303697037]The Organisation warrants to the NSPCC that it has obtained from all and any authors or co-authors of the Pre-Existing Works and from the Individual a written and valid assignment of all existing and future Intellectual Property Rights in the Works, the Pre-Existing Works and the Inventions and of all materials embodying such rights and a written irrevocable waiver of all the Individual’ statutory moral rights in the Works and the Pre-Existing Works to the fullest extent permissible by law, and that the Individual have agreed to hold on trust for the Organisation any such rights in which the legal title has not passed (or will not pass) to the Organisation. The Organisation agrees to provide to the NSPCC a copy of the assignments.

The Organisation hereby: 

grants to the NSPCC a non-exclusive, worldwide, sub-licensable, irrevocable, assignable, non-terminable and royalty-free licence to all the Intellectual Property Rights in the Works, Pre-Existing Works and Inventions to copy, publish, distribute, modify or sell the, Works, Pre-Existing Works and Inventions or any part of them anywhere in the world for the sole purpose of permitting the NSPCC to exploit the Works.

The Organisation undertakes to the NSPCC:

to notify to the NSPCC in writing full details of all Works and Inventions promptly on their creation;

to keep confidential the details of all Works and Inventions;

The Organisation warrants that:

it has not given and will not give permission to any third party to use any of the Works or the Inventions, nor any of the Intellectual Property Rights in the Works and Inventions that would be in conflict with or detract from NSPCC’s licence to use the Works;

the use of the Works or the Pre-Existing Works or the Intellectual Property Rights in the Works or Inventions or the Pre-Existing Works or Inventions by NSPCC will not infringe the rights of any third party,

and confirms that the Individual has given written undertakings in the same terms to the Organisation.

The Organisation shall indemnify NSPCC and keep it indemnified at all times from and against Losses incurred by NSPCC, or for which NSPCC may become liable, with respect to any intellectual property infringement claim or other claim relating to the Works, Pre-Existing Works or Inventions supplied by or licenced by the Organisation to NSPCC during the course of providing the Research. The Organisation shall maintain adequate liability insurance coverage and shall evidence such policy on request of the NSPCC. NSPCC may at its option satisfy such indemnity (in whole or in part) by way of deduction from any payments due to the Organisation.

[bookmark: _Ref432685197] 

The Organisation acknowledges that no further remuneration or compensation other than that provided for in this agreement is or may become due to the Organisation in respect of the performance of its obligations under this clause 11.

[bookmark: a756152][bookmark: _Toc304550888]Insurance and liability

To the maximum permitted by law, the Organisation shall have liability for and shall indemnify NSPCC from and against Losses incurred by NSPCC as a direct or indirect result of the negligence of or breach of contract by the Organisation of the terms of this agreement including any negligent or reckless act, omission or default in the provision of the Research.

Nothing in this agreement shall be construed as excluding, limiting or restricting either party’s liability to the other under on in connection with this agreement:

for death or personal injury resulting from its negligence, or that of its Personnel  (as applicable);

for any breach of the obligations implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or

for fraud or fraudulent misrepresentation committed by that party (or its officers, agents or Personnel).

The Organisation shall ensure that the Insurance Policies are taken out with reputable insurers acceptable to the NSPCC and that the level of cover and other terms of insurance are acceptable to and agreed by the NSPCC.

The Organisation shall supply to the NSPCC on or before the date of this agreement copies of such Insurance Policies and evidence that the relevant premiums have been paid.

The Organisation shall notify the insurers of the NSPCC's interest and shall cause such interest to be noted on the Insurance Policies. 

The Organisation shall comply (and shall procure that the Individual complies) with all terms and conditions of the Insurance Policies at all times. If cover under the Insurance Policies shall lapse or not be renewed or be changed in any material way or if the Organisation is aware of any reason why the cover under the Insurance Policies may lapse or not be renewed or be changed in any material way, the Organisation shall notify the NSPCC without delay.

[bookmark: a858155][bookmark: _Toc304550889]Termination

[bookmark: a74374]Without prejudice to any rights that have accrued under this agreement or any of its rights or remedies and notwithstanding the provisions of clauses 2 and 5, NSPCC may terminate the Research with immediate effect without notice and without any liability to make any payment to the Organisation if at any time:

the Organisation or the Individual commits any serious or repeated breach or non-observance of any of the provisions of this agreement and fails to rectify such a breach (if remediable) within thirty (30) days of receiving notice of it or refuses or neglects to comply with any reasonable and lawful directions of NSPCC; 

the Organisation or the Individual becomes insolvent, makes a general assignment for the benefit of creditors, suffers or permits an appointment of a receiver for its business or assets, becomes subject to any proceedings under any bankruptcy or insolvency law, whether domestic or foreign, or is liquidated, voluntarily or otherwise;

[bookmark: _DV_M202]there is a change of control of the Organisation;

the Individual appointed by the Organisation is unable or unwilling to be involved in the Research;

the Individual is convicted of any criminal offence (other than an offence under any road traffic legislation in the United Kingdom or elsewhere for which a fine or non-custodial penalty is imposed); 

the Organisation or the Individual are, in the reasonable opinion of the NSPCC , negligent or incompetent in the performance of the Research; or

the Organisation or the Individual commits any fraud or dishonesty or acts in any manner which in the reasonable opinion of NSPCC brings or is likely to bring the NSPCC into disrepute or is materially adverse to the interests or the Aim of NSPCC including if the NSPCC in its reasonable opinion has safeguarding and/or child protection concerns in respect of the Organisation or the Individual.  

The rights of the NSPCC under clause 13.1 and 2 are without prejudice to any other rights that it might have at law to terminate the Research or to accept any breach of this agreement on the part of the other as having brought the agreement to an end. Any delay by a party in exercising its rights to terminate shall not constitute a waiver of these rights.

[bookmark: a293816][bookmark: _Toc304550890]Obligations upon termination

On the Termination Date the Organisation shall, and shall procure that the Individual shall:

co-operate in achieving an orderly and efficient closure of the Research or handover of the Research to the other party or to any replacement provider; 

immediately deliver to NSPCC all NSPCC Property which is in its or his possession or under its or their control;

irretrievably delete any information relating to NSPCC stored on any magnetic or optical disk or memory and all matter derived from such sources which is in its or their possession or under its or their control outside the premises of NSPCC; and

provide a signed statement that it or they have complied fully with its or their obligations under this clause 14.

[bookmark: a784888][bookmark: _Toc294638847][bookmark: _Toc304550891][bookmark: a542078]Remedies 

If any part of the Research is not of a sufficiently high standard and/or are not supplied in accordance with the criteria as set out in Schedule 1 and/or have not been adequately or satisfactorily met and/or are unlikely to have been adequately or satisfactorily met by the Research Completion Date, and/or the Organisation and/or Individual fails to comply with, any terms of this agreement, the NSPCC shall be entitled (without prejudice to any other right or remedy) to exercise any one or more of the following rights or remedies:

to rescind this agreement; 

to refuse to accept the provision of any further Research by the Organisation and/or Individual and to require the immediate repayment by the Organisation of all sums previously paid by the NSPCC to the Organisation under this agreement; 

to require the Organisation and/or Individual, without charge to the NSPCC (and in their own time), to carry out such additional work as is necessary to correct the Organisation and/or Individual’s failure; and

in any case, to claim such damages as it may have sustained in connection with the Organisation breach (or breaches) of this agreement not otherwise covered by the provisions of this clause 15.

[bookmark: _Ref124830136][bookmark: _Toc304550892]Dispute Resolution

[bookmark: _Ref304392076]In the event of any dispute or difference between the parties arising in connection with this agreement, the authorised representatives of the parties will discuss and meet as appropriate to try to resolve the dispute within 7 business days of being requested in writing by any party to do so. If the dispute remains unresolved, it will then be referred to the senior manager from each of the parties who will use all reasonable endeavours to resolve the dispute within a further 14 business days. 



If the parties are unable to resolve a dispute using the procedure outlined in clause 16.1, the parties will attempt to resolve the dispute by the referring the dispute to mediation in accordance with Centre for Effective Dispute Resolution Model Mediation Procedure.



The parties shall each bear their own costs in relation to the settlement of any disputes and shall share equally the costs of any independent third party involved to assist in the resolution of the dispute unless the independent third party directs that costs be apportioned differently. 

[bookmark: _Ref304550818][bookmark: _Toc304550893]Status

The relationship of the Organisation (and the Individual) to NSPCC will be that of independent contractor and nothing in this agreement shall render it (nor the Individual) an employee, worker, agent or partner of NSPCC and the Organisation shall not hold itself out as such and shall procure that the Individual shall not hold herself out as such.

This agreement constitutes a contract for the provision of Research and not a contract of employment and accordingly the Organisation and/or the Individual shall be fully responsible for and shall procure that the Individual indemnify the NSPCC for and in respect of:

any income tax, VAT, National Insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made in connection with either the performance of the Research or any payment or benefit received by the Individual in respect of the Research, where such recovery is not prohibited by law. The Organisation shall further indemnify NSPCC against all Losses incurred or payable by NSPCC in connection with or in consequence of any such liability, deduction, contribution, assessment or claim; and

any liability and Losses arising from any employment-related claim or any claim based on worker status (including reasonable costs and expenses) brought by the Individual against NSPCC arising out of or in connection with the provision of the Research. 

NSPCC may at its option satisfy the indemnity (in whole or in part) by way of deduction from payments due to the Organisation.

The Organisation warrants for itself that it/they are not nor will they  will prior to the cessation of this agreement, become a managed service company, within the meaning of section 61B of the Income Tax (Earnings and Pensions) Act 2003.

[bookmark: a69508][bookmark: _Toc304550894]Notices

Any notice given under this agreement shall be in writing and signed by or on behalf of the party giving it and shall be served by delivering it personally, or sending it by pre-paid recorded delivery or registered post to the relevant party at the address provided in the parties section above, or to such other address as that party may have notified to the other party from time to time. Any such notice shall be deemed to have been received:

if delivered personally, at the time of delivery; and

in the case of pre-paid recorded delivery or registered post, 48 hours from the date of posting.

In proving such service it shall be sufficient to prove that the envelope containing such notice was addressed to the address of the relevant party and delivered either to that address or into the custody of the postal authorities as a pre-paid recorded delivery or registered post.

[bookmark: P_0035_CD][bookmark: _Toc304550895][bookmark: a560849]Entire agreement 

[bookmark: _Toc304550896][bookmark: a746236]Each party on behalf of itself acknowledges and agrees with the other party that this agreement constitutes the entire agreement and understanding between the Organisation and NSPCC and supersedes any previous agreement between them relating to the Research (which shall be deemed to have been terminated by mutual consent).

Each party acknowledges that, in entering into this agreement, it does not rely on any statement, representation, assurance or warranty (Representation) of any person (whether a party to this agreement or not) other than as expressly set out in this agreement. 

Each party agrees that the only rights and remedies available to it arising out of or in connection with a Representation shall be for breach of contract.

Nothing in this clause shall limit or exclude any liability for fraud.

Variation 

No variation of this agreement shall be valid unless it is in writing and signed by or on behalf of each of the parties.

[bookmark: _Toc292805638][bookmark: _Toc303589330][bookmark: _Ref303592768][bookmark: _Ref303698179][bookmark: _Ref304550839][bookmark: _Toc304550897][bookmark: a810324]Survivorship

To the extent that any clause is intended to have effect following termination of this agreement, such clause shall survive and continue in effect notwithstanding termination. The following clauses are illustrative but not exhaustive list of such clauses: 4 (Media Announcements and Publicity) 7 (Confidential Information and NSPCC Property), 8(Data Protection), 10 (Safeguarding), 11 (Intellectual Property), 12 (Insurance and Liability), 14 (Obligations Upon Termination), 15 (Remedies), 16 (Dispute Resolution), 17 (Status) and 21 (Survivorship) and 25 (Governing Law and Jurisdiction). 

[bookmark: _Toc304550898]Counterparts

This agreement may be executed in any number of counterparts, each of which, when executed and delivered, shall be an original, and all the counterparts together shall constitute one and the same instrument.

[bookmark: a387116][bookmark: _Toc304550899]Third party rights

A person who is not a party to this agreement shall not have any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this agreement.

[bookmark: a359117][bookmark: _Toc304550900]assignment and subcontractors 

The Organisation shall not assign, delegate, subcontract, transfer, charge or otherwise dispose of all or any of its rights and responsibilities under this agreement, nor appoint any sub-contractor without the prior written consent of the NSPCC.  

Governing law and jurisdiction

This agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with English law. 

Subject to clause 16 the parties irrevocably agree that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim that arises out of or in connection with this agreement or its subject matter or formation (including non-contractual disputes or claims).

[bookmark: _Ref250913462][bookmark: a717115][bookmark: _Toc304476176][bookmark: _Toc307916550]
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[bookmark: _Toc423941887][bookmark: _Toc423943959][bookmark: _Toc423944007][bookmark: _Toc423944062][bookmark: _Toc423700351][bookmark: _Toc423700384][bookmark: _Toc423700692][bookmark: _Toc423700738][bookmark: _Toc423700835][bookmark: _Toc423700853][bookmark: _Toc423704081][bookmark: _Toc423704135][bookmark: _Toc423704178][bookmark: _Toc423941888][bookmark: _Toc423943960][bookmark: _Toc423944008][bookmark: _Toc423944063]




SCHEDULE 2 

FEE SCHEDULE





































































SCHEDULE 3: 

GOOD DATA MANAGEMENT PRACTICES



1. Research data must be generated using sound scientific techniques and processes;



1. Respondents’ cooperation is voluntary and must be based on adequate, and not misleading, information about the general purpose and nature of the project when their agreement to participate is being obtained and all such statements must be honoured;



1. Research data must be accurately recorded in accordance with good scientific practices by the people conducting the research; 



1. Research data must be analysed appropriately, without bias and in accordance with good scientific practices;



1. Activities must be designed, carried out reported and documented accurately, transparently, objectively and to appropriate quality;



1. Research data and the results must be stored securely and be easily retrievable;  



1. Research data must not be used for any other purpose;



1. Data trails must be kept to allow people to demonstrate easily and to reconstruct key decisions made during the conduct of the research, presentations made about the research and conclusions reached in respect of the research; and



1. The NSPCC must have the right, on not less than 30 days written notice, to visit the Organisation to verify that it is complying with the above practices and procedures.






[bookmark: _CopyToNewDocument_]SCHEDULE 4 

GOVERNANCE PROCEDURES









































































SCHEDULE 5

ASSIGNMENT

THIS AGREEMENT is dated	                                           2016

Parties

1. [INDIVIDUAL] of [addresses] (the “Individual”); and

1. [ORGANISATION], [a limited liability partnership registered in the UK with registration number] [a company limited by guarantee with company number [   ] and registered as a charity in England and Wales with number [  ] ] and whose registered address is [   ] (the “Organisation”).

Agreed terms

1. [bookmark: _Toc304550901][bookmark: _Toc303669544][bookmark: _Toc303589335][bookmark: _Toc303353574][bookmark: _Toc288129344]Interpretation

0. The definitions and rules of interpretation in this clause apply in this agreement (unless the context requires otherwise).

Agreement: agreement between the Organisation and NSPCC for the provision of consultancy advice and [     ]  dated [		];

Commencement Date: [	];

Confidential Information: information in whatever form (including without limitation, in written, oral, visual or electronic form or on any magnetic or optical disk or memory and wherever located) relating to the business, customers, service users, products, affairs and finances of NSPCC for the time being confidential to NSPCC and trade secrets including, without limitation, technical data and know-how relating to the business of NSPCC or any of its suppliers, service users, customers, agents, distributors, shareholders, management or business contacts and including (but not limited to) information that the Organisation or the Individual create, develop, receive or obtain in connection with the Agreement, whether or not such information (if in anything other than oral form) is marked confidential;

Intellectual Property Rights: patents, rights to Inventions, copyright and related rights, trade marks, trade names and domain names, rights in get-up, rights in goodwill or to sue for passing off, rights in designs, rights in computer software, database rights, rights in confidential information (including trade secrets) and any other intellectual property rights, in each case whether registered or unregistered and including all applications (or rights to apply) for, and renewals or extensions of, such rights and all similar or equivalent rights or forms of protection which may now or in the future subsist in any part of the world;

Invention: any invention, idea, discovery, development, improvement or innovation made by the Organisation or by the Individual in connection with the provision of the Research, whether or not patentable or capable of registration, and whether or not recorded in any medium; 

Pre-Existing Works all records, reports, documents, papers, drawings, designs, transparencies, photos, graphics, logos, typographical arrangements, software programs, inventions, ideas, discoveries, developments, improvements or innovations and all materials embodying them in whatever form, including but not limited to hard copy and electronic form, prepared by the Organisation or the Individual or any other(s) before the Agreement and to be used by the Organisation in the course of providing the Research;

Research: the Research to be offered by the Organisation to the National Society for the Prevention of Cruelty to Children (“NSPCC”) in accordance with the Agreement between the Organisation and NSPCC; and

Works: all records, reports, documents, papers, drawings, designs, transparencies, photos, graphics, logos, typographical arrangements, software programs, inventions, ideas, discoveries, developments, improvements or innovations and all materials embodying them in whatever form, including but not limited to hard copy and electronic form, prepared by the Organisation or the Individual in connection with the provision of the Research.

0. The headings in this agreement are inserted for convenience only and shall not affect its construction.

0. A reference to a particular law is a reference to it as it is in force for the time being taking account of any amendment, extension, or re-enactment and includes any subordinate legislation for the time being in force made under it.

0. Unless the context otherwise requires, a reference to one gender shall include a reference to the other gender.

0. Unless the context otherwise requires, words in the singular include the plural and in the plural include the singular.

1. [bookmark: _Toc288129345][bookmark: _Toc304550902][bookmark: _Toc303669545]The Assignment and waiver

1. The Individual hereby: 

0. assigns to Organisation all existing and future Intellectual Property Rights in the Works, Pre-Existing Works and the Inventions and all materials embodying these rights to the fullest extent permitted by law. Insofar as they do not vest automatically by operation of law or under this agreement, the Individual holds legal title in these rights and inventions on trust for the Organisation; and

0. waives any moral rights in the Works and Pre-Existing Works to which they are now or may at any future time be entitled under Chapter IV of the Copyright Designs and Patents Act 1988 or any similar provisions of law in any jurisdiction, including (but without limitation) the right to be identified, the right of integrity and the right against false attribution, and agrees not to institute, support, maintain or permit any action or claim to the effect that any treatment, exploitation or use of such Works or Pre-Existing Works or other materials by or with the consent of the Organisation, infringes their moral rights.

1. The Individual undertakes:

1. to notify to NSPCC in writing full details of all Works and Inventions promptly on their creation;

1. to keep confidential the details of all Inventions;

1. not (except in the proper course of his or her duties) to use or disclose to any third party (and shall use its best endeavours to prevent the publication and disclosure of) any Confidential Information. This restriction does not apply to:

0. any use or disclosure authorised by the Organisation  or required by law; or 

0. any information which is already in, or comes into, the public domain otherwise than through the Organisation's or the Individual’ unauthorised disclosure.

1. whenever requested to do so by the Organisation promptly to deliver to the Organisation  all correspondence, documents, papers and records on all media (and all copies or abstracts of them), recording or relating to any part of the Works and the process of their creation which are in their possession, custody or power;

1. not to register nor attempt to register any of the Intellectual Property Rights in the Works, nor any of the Inventions, unless requested to do so by the Organisation; 

1. to do all acts necessary to confirm that absolute title in all Intellectual Property Rights in the Pre-Existing Works and the Works has passed, or will pass, to Organisation and is licenced to the NSPCC in accordance with the Agreement between Organisation and NSPCC; 

1. within a reasonable time period to execute all documents, make all applications, give all assistance and do all acts and things, at the expense of NSPCC at any time, as may, in the opinion of NSPCC, be necessary or desirable to vest the Intellectual Property Rights in, and register or obtain patents or registered designs in, the name of the Organisation  and to defend NSPCC against claims that works embodying Intellectual Property Rights or Inventions infringe third party rights, and otherwise to protect and maintain the Intellectual Property Rights in the Works. If any actions or unreasonable delay of the Individual causes an increase to NSPCC’s costs under this clause, the Individual will be liable for any such increase.

1. The Individual and each of them warrants that they:

0. have not given and will not give permission to any third party to use any of the Works or the Inventions, nor any of the Intellectual Property Rights in the Works;

0. have before the date of this agreement informed the Organisation and the NSPCC in writing of any permission they have granted to any third party to use any Pre-Existing Works which they  can reasonably foresee being used by the Organisation in the course of providing the Research or being otherwise reasonably needed by the Organisation or the NSPCC to make use of the Works used and they are otherwise unaware of any use by any third party of any such Pre-Existing Works or Intellectual Property Rights in them and will advise the Organisation and the NSPCC in the event that they become aware the Pre-Existing Works are being used by third parties;

0. they are unaware of any use by any third party of any of the Works or Intellectual Property Rights in the Works and will advise NSPCC in the event that they become aware the Works are being used by third parties; and

0. the use of the Works or the Pre-Existing Works or the Intellectual Property Rights in the Works or the Pre-Existing Works by NSPCC will not infringe the rights of any third party.




		Executed by [ORGANISATION] acting by [                               ], in the presence of:

.......................................

SIGNATURE OF WITNESS

WITNESS NAME: 

WITNESS ADDRESS: 

		....................................... 



		

		



		Executed by [INDIVIDUAL]  in the presence of:

.......................................

SIGNATURE OF WITNESS

WITNESS NAME: 

WITNESS ADDRESS: 

		....................................... 



















SCHEDULE 6 

 Data Protocol and Principles Questionnaire








SCHEDULE 7 

SUBCONTRACTORS




		

Signed by [                  ] for and on behalf of NATIONAL SOCIETY FOR THE PREVENTION OF CRUELTY  TO CHILDREN

 

		



.......................................

 

Date:



		

Signed by                                                   for and on behalf of [Organisation]



 

		



.......................................

 Date:
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Supplier Security Principles


Introduction


The NSPCC has an expectation when working with a supplier that they adhere to a common set of security principles which are listed below. This helps the NSPCC assess the risk of working with a supplier. Where a supplier does not follow these principles then this should be highlighted to the NSPCC.


Principles


The following is a set of common security principles the NSPCC expects a supplier to meet.


Security policy – The supplier should have a documented security policy that outlines the security controls the company adheres.


Personnel security – The supplier is responsible for ensuring staff are made aware of their contractual and information security responsibilities. And that they monitor staff conformance and take appropriate measures when these are deficient. The supplier should also ensure that they operate a starters and leavers process. 


Physical security – The supplier should use physical and environmental security to protect its offices and information systems.


Operations security – The supplier is responsible for ensuring services they deliver to the NSPCC are properly managed in terms of service delivery such as incident, problem and change management. Information systems used in the delivery of their services should be on vendor supported operating systems, configured securely, patched, protected from malware, resilient, auditable, and backed up to minimize service interruption to the NSPCC. 


Communication security – The supplier should ensure that communications with the NSPCC involving sensitive information are performed securely and are kept confidential.


Supply chain – The supplier is expected to have appropriate agreements in place to ensure services provided by sub-contractors do not expose the NSPCC to an adverse level of risk.


Compliance – The supplier is expected to comply with legislative, regulatory and contractual requirements. Personal data should be handled as defined under the data protection act. Sensitive information encountered by the supplier whilst working for the NSPCC should be kept confidential and not disclosed. Suppliers who connect directly into the NSPCC’s network must comply with the NSPCC’s security policy.


Security incidents – The supplier should report any security incidents impacting the NSPCC immediately and take the appropriate actions to contain, eradicate and recover from the incident. 


Questionnaire 


Information Security Assessment of 3rd Party Supplier


Introduction


This document is to assess the security credentials of a 3rd party supplier before the NSPCC enters into an information exchange agreement. 


The document should be completed by the NSPCC information asset owner, the 3rd party supplier and the NSPCC Security manager.


The NSPCC may choose to audit the supplier’s response to this document. 


NSPCC Asset Owner – NSPCC to Complete


This section should be completed by the NSPCC information asset owner or delegate who plans to exchange information with a 3rd party.


			The name of the NSPCC asset owner or delegate.


			





			The asset owner’s Division or Function.


			





			A description of the information that will be exchanged with the 3rd party.











			





			The classification given to the information. Ie. Restricted, Internal or Public.


			





			The date when the information will be exchanged.


			





			The period of time the information will exchanged.


			








			Mention why this supplier was selected.





			


















Supplier Details – Supplier to Complete


This section should be completed by the supplier.


			The name and the role of the person completing this assessment.








			





			The company name of the supplier.


			





			The service the supplier intends to provide.











			











			Contact details for the supplier.











			





			The date the supplier completed this assessment.


			














Supplier Security Assessment – Supplier to Complete


This section needs to be completed by the supplier to gauge their security position. 


Where the supplier does not have a security measure in place then a comment is required. If a measure is not applicable then just put in NA.


			Item


			Security Measures


			Yes


			No


			Comments/Target Date





			1


			Compliance


			


			


			





			1.1


			Is the supplier registered under the Data Protection Act? If so provide reference no.


			


			


			





			1.2


			Is the supplier accredited to the ISO 27001 Security standard?


			


			


			





			1.3


			Does the supplier run yearly compulsory security awareness training to all staff?


			


			


			





			1.4


			Will the supplier or its sub-contractors host our information outside the EU?


			


			


			





			1.5


			If the supplier or it sub-contractors plan to take credit card payments on our behalf are they


PCI compliant?


			


			


			





			1.6


			Does the supplier have a responsible attitude to the Copyright, Designs and Patents Act (1988)?


			


			


			





			1.7


			Will the supplier remove all our data from their systems once our engagement is completed?


			


			


			





			2


			Security Policy 


			


			


			





			2.1


			Does the supplier have an information security policy which has been communicated to all their staff? Please send a copy.


			


			


			





			2.2


			Does the supplier review its security policy on yearly basis?


			


			


			





			3


			Organization and Information Security


			


			


			





			3.1


			Does the supplier have someone appointed in the role of Security Manager. And are staff aware of their information security responsibilities?


			


			


			





			3.2


			Does the supplier use a 3rd party supplier to host their information processing facilities and have they verified that the 3rd party has adequate information security measures in place?


			


			


			





			4


			Asset Management


			


			


			





			4.1


			Does the supplier clearly define information assets and assigned these to owners who are responsible for maintaining their protection?


			


			


			





			4.2


			Does the supplier have an information classification system to ensure that information receives the appropriate level of protection?


			


			


			





			 5


			Human Resource Security


			


			


			





			5.1


			Does the supplier put employees, contractors and sub-contractors through strict pre-employment vetting, including reference and security checks? 


			


			


			





			5.2


			Does the supplier ensure that employees, contractors and third parties exit the supplier or change employment in an orderly manner?


			


			


			





			6


			Physical and Environmental Security


			


			


			





			6.1


			Does the supplier implement security measures to prevent the unauthorized access to their premises, as well as, secure areas within their offices? 


			


			


			





			6.2


			Does the supplier have measures to prevent the loss, damage or theft of equipment which may result in an interruption to the supplier’s activities?


			


			


			





			7


			Communications and Operations Management


			


			


			





			7.1


			Does the supplier follow a formal IT service management process such as the IT Infrastructure Library (ITIL) to run its IT operations?


			


			


			





			7.2


			Does the supplier follow a formal change process to assess the impact of planned changes to its business?


			


			


			





			7.3


			Does the supplier employ network controls such firewalls and intrusion detection systems to protect their systems?


			


			


			





			7.4


			Does the supplier employ anti-virus software to protect computers and network gateways?


			


			


			





			7.5


			Does the supplier regularly patch computers on its estate to protect them against threats?


			


			


			





			7.6


			Does the supplier ensure that they use legitimate software?


			


			


			





			7.7


			Does the supplier run a formal backup procedure to maintain the integrity and availability of their information processing facilities?


			


			


			





			7.8


			Does the supplier employ tools to exchange information with 3rd parties in a secure manner?


			


			


			





			7.9


			Does the supplier regularly perform Internet penetration tests on their network?


			


			


			





			8


			Access Control


			


			


			





			8.1


			Does the supplier employ complex passwords for user accounts and require users to regularly change their passwords?


			


			


			





			8.2


			Does the supplier ensure that users only have access to the information they are authorized?


			


			


			





			8.3


			Does the supplier ensure that users cannot make unauthorized changes to computers or applications?


			


			


			





			8.4


			Does the supplier have a process to ensure that when people leave the organization their access to systems is disabled or removed?


			


			


			





			9


			Information Systems Acquisitions, Development and Maintenance


			


			


			





			9.1


			When the supplier collects information on our behalf over the Internet are cryptographic controls employed to protect the collection of this information?


			


			


			





			9.2


			Does the supplier ensure that applications used to process our information do not introduce any errors or allow information to be misused, and the technology kept up to date?


			


			


			





			9.3


			Does the supplier develop their own web applications to collect and process our data and therefore make sure those applications are developed with information security in mind? 


Eg. OWASP guidelines.


			


			


			





			10


			Information Security Incident Management


			


			


			





			10.1


			Does the supplier have a defined process for managing information security incidents?


			


			


			





			10.2


			Does the supplier intend to report any information security incidents impacting NSPCC information immediately to the NSPCC?


			


			


			





			11


			Business Continuity Management


			


			


			





			11.1


			Does the supplier have a business continuity plan to protect the business from major failures and to ensure timely resumption?


			


			


			











NSPCC Security Recommendation – NSPCC to Complete


This section is to be completed by the NSPCC Security Manager once the sections above have been completed.


			The name of the Security Manager


			





			The details of the security recommendation.




















			





			The date the recommendation was completed.


			





			Should we proceed with this supplier? 
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